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®ENEPAINBHOE NOCYAAPCTBEHHOE BIO[PKETHOE OBPA3OBATESTbHOE YYPEXKOEHVE

_ BbICLLETO OBPA30OBAHUS
«BOPOHEXCKWUUN TOCYOAPCTBEHHBbIN YHUBEPCUTET»
(Preoy BO «BI'Y»)
YTBEPXOAHK
AekaH hakynbteTa npuknagHou
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MPOIrPAMMA NMPAKTUKUA
B52.0.03(H) Mpou3BoacTBeHHaA npakTuka (Hay4yHo-uccriegosartesibckas
pa6oTta)

Kod u HaumeHosaHue(mun) npakmuku/HVP e coomeemcmeuu ¢ y4ebHbiM rniiaHoMm

1. Kog u» HaumeHoBaHMe HanpaBrieHUs NOArOTOBKU/cneLnanbHOCTU:

10.05.01 KomnbroTepHaga 6e30nacHOCTb

2. Mpodunb noaroroBku/cneumannsauymsa:

MaTemMaTuyeckme MeToabl 3alnTbl MHOOPMaLINK

3. KBanudwmkauyusa (cteneHb) BbiNyCKHMKa: Cneumanuct no 3alumre nHopmMaumm

4. dopma oby4yeHuUA: o4Has

5. Kacbegpa, oTBevarowas 3a peanusauuio npakTuku: KnbepbesonacHoctu

MHAOOPMALIMOHHbBIX CUCTEM

6. CoctaButenu nporpammbl: CadoHoB Butanum BnagummpoBumy, K.T.H., AOLEHT

(®UNO, yyeHasi cmeneHb, y4eHoe 38aHUe)

7. PekoMeHooBaHa: Hay4yHO-MeToAMYECKMM COBETOM dhakynbTeTa NPUKNaAHOWN MaTeMaTUKN,
MHdOpMaTUKM U MexaHukn 17.03.2025 r., npoTokon N6
(HaumeHogaHue pekomeHOyrowel cmpykmypsbi, 0ama, HOMEpP rPOMOoKoJa,

ommemku o NpodrieHUU 8HOCSIMCS 8PYYHYIO)

8. YueOGHbIn rop:_ 2029/2030 CewmecTp(bl): 9




9.llenb npakTuku:

— NoaroToBKa CTyAEeHTa K pellueHu0 3adad, OTHOCALWMXCHA K pasnuyHbiM npobrnemam
KoMnnekcHoro obecnevyeHms MHPOPMaLMOHHON Be30NacHOCTU, a TakkKe K peLleHUo OTAENbHbIX
dbyHAaMeHTanbHbIX NPO6eM, CBA3aHHbIX C KOMMbIOTEPHOW 6E€30MaCHOCTbIO;

— yrnybrneHne n 3akpenneHne TeopeTUYECKMX 3HaHUK, MONyYeHHbIX CTyaeHTamu npu
n3ydeHnn obLLenpodeccnoHanbHbIX U crneumanbHbIX JUCLUNINH;

— npuobpeTeHne N CoBEPLLUEHCTBOBAHME CTyAeHTaMu NpodeCcCUOHanbHbIX HaBbIKOB U
YMEHWUN, 3aKpennstoLwmnx Nosly4eHHble TeopeTuyeckue 3HaHus;

— pasBuTME y CTYOAEHTOB UHTEpPECAa K Hay4yHO-UccneaoBaTtenbckon paborte, NpMBuTUE UM
HaBbIKOB MPOBEAEHUSA NCcneaoBaHuim;

— npoBedeHWe  uUccrnegoBaHWW,  HEMOCPeACTBEHHO  CBSA3@HHbIX € BbIMYCKHOM
kBanudukaumoHHon paboton (BKP).

3apauv NpakTUKK:

OcHoBHOM 3afjayen HaydHO-uUccregoBaTeNnbCKONM paboTbl ABMAsSeTCs npuobpeTeHune
onbiTa B MCCNEOOBaHUN aKTyarlbHOW Hay4HOM Mpobrnembl, a Takke noabop HeobxoanMmbix
MaTepuanoB A5 BbIMOMHEHMS BbIMYCKHOW KBaNMdUKaLMoHHOM paboThbl.

Bo Bpems Hay4HO-McCcneaoBaTENbCKOM NPAKTUKMA CTYAEHT JOJDKEH:

u3y4yume:

- WH(OPMALMOHHbIE  WUCTOMHWKM MO  pas3pabaTbiBaemMon Teme C  Uenbl  Ux
NCNONb30BaHMSA NPU BbINOSTHEHUW BbIMYCKHOM KBaNnMuUKaumoHHOM paboTbl;

- MeTogbl  MOLENMPOBaHUA U UCCNEAOBaHWs  BOMPOCOB  MHGOPMAaLMOHHON
BesonacHocTy;

- MeToAbl aHanm3a M obpaboTKM OaHHbIX, SBNSALWMUXCS BXOAHbIMU ANsi MPOBEAEHMS
Hay4YHOro UCCreaoBaHus;

- WH(OPMALMOHHbIE  TEXHOMOMMW, TMNPUMEHSAEMbIE B  Hay4HbIX WCCreLoBaHMSAX,
nporpaMmmHble NPOAYKTbI, OTHOCALMECS K NpodeccruoHanbHom cgepe;

- TpeboBaHus K 0POPMIIEHNIO HAYYHO-TEXHUYECKON JOKYMEHTaLMK;

8bIMOSTHUMB:

- aHanus, cuctematumsauno n 0606LleHe nHpopmMaLmm No TeMe UCCneaoBaHuii;

- CpaBHeHue pe3ynbTaToB MUCCrneaoBaHMs o6bekTa pa3paboTkum C OTeYeCTBEHHbIMU U
3apybeXxHbIMK aHanoramu;

- aHanu3 Hay4YHOW N NPaKTUYECKON 3HAYUMOCTM MPOBOAUMbIX NCCREA0BaHUN.

10. MecTo npakTukm B cTpyktype OOI: o6s3amensHas Yacmb 6noka b2.

Linkn (pasgen) OOI: B2 | kog gvcumnnudbl B YIM: 52.65.03(H)

Ne | Koa | HaumeHoBaHue

[nsa ycnewHoro npoxoxaeH1s y4ebHON NpakTukM oby4vatomecs UCnonb3yT 3HaHWS, YMEHUS, COOPMUPOBaHHbIE
B XO[l€ U3YYEeHUs AUCLMNINH

1 B1.0.28 MeToabl onTumMusaumm

2 | b1.0.35 OO6BbEeKTHO-OpNEHTMPOBAHHOE NPOrpaMmMmupoBaHme

3 | 61.0.36 BBegeHune B nporpaMmupoBaHue

4 | b1.0.37 MeTogbl nporpaMmMmpoBaHus

5 B1.0.40 Mogenun 6e30nacHOCTM KOMMbIOTEPHBIX CUCTEM

6 B1.0.42 OcCHOBbI NOCTPOEHUS 3aLUULLEHHBIX KOMMLIOTEPHLIX CETEN

7 B1.0.43 OCHOBbI NOCTPOEHUS 3aLLUMLLEHHbIX 6a3 AaHHbIX

8 B1.0.44 3awnTa nporpaMmm 1 gaHHbIX

9 B1.0.51 3almra uHopmaLmm OT YTEYKM N0 TEXHUHECKMM KaHanam
10 | 61.0.55.01 MeToabl anrebpanyeckon reomeTpun B Kpuntorpacpum

11 | 61.0.55.03 lMporpammHas peanuaaumsi KpUNTOaNropuTMOB

12 | B1.0.55.05 CoBpeMeHHble npobnembl MHhOpMaLMOHHOW 6e30nacHOCTM
13 | 61.0.55.06 MeToabl pa3paboTkn U aHannsa MmatemaTuyeckux mogenen
14 | &TA4.01 MeToabl NOBbILLIEHWS CKPLITHOCTU Nepeaady MHopMaLuumn B CUCTEMaX CBA3N

OvcunnnuHel n NPaKTUKN, AOna KOTOPbIX OCBOEHUE OAHHOM  AUCUMNNUHbI (MOﬂ,yJ'IFl) HeobxogMMo  Kak




npen

LIECTBYIOLLee

15 | B2.0.04(INg) lMpounsBoacTBEHHAsA NpakTuka (NpegguninomHas)

16 | 62.0.06(I1) lMpounsBoacTBEHHAs NpakTuKa (MPOEKTHO-3KCNyaTaLluMoHHas)

17 | B3.01(0) lMoaroToBKa K Npoueaype 3awmThl U 3almTa BbiMYCKHOW KBanMdukaLuMoHHON paboTbl
18 | oTA.02 OdhekTUBHbLIE TEOPETUKO-YMCITOBbIE aNrOPUTMbI

11. Bua npaktuku, cnocob n cpopma ee nposeaeHus

Bua npakTukn: npouseodcmeeHHas.

Cnoco6 npoBeaeHUA NPaKTUKN: cmayuoHapHas.
dopma npoBeAeHUs NPaKTUKU: QUCKpemHas.
Peanuayetcs yactudHo B dhopme npaktuyeckon nogrotosku (MM1).

12. NMnaHnpyemble pe3ynbTaTbl 0Gy4YeHUA NPU NPOXOXKAEHUN NPAKTUKKU (3HAHUA, YMEHUA,
HaBblKW), COOTHECEHHbIe C NIaHUPYeMbIMU pe3yrbTaTaMuM OCBOEHUsi o6pa3oBaTenibHOM
nporpaMmmbl (KOMNETEHLUMSAMU) U UHAUKATOPaMU UX OOCTUKEHUA:

Ko HasBaHue Koga(br) WHamnkaTtop(bl) MnaHupyemble pesynbTaTbl 06y4eHus
KoMneTeHunn
OfIK- | CnocobeH co3dasamb | OfIK-7.4 ymeet pabotatb c | YmeTb:

7. npozgpammb! Ha S3bIKax VHTErprYpOBaHHOWM — paboTaTb C WHTErpMpoBaHHOW cpedon pa3paboTku
8bICOKO20 U  HU3KO20 cpepon pa3paboTkn | nporpamMmHOro oGecrnedeHust
ypoeHsi, npumMeHsimb nporpaMMHoOro — paspabaTbiBaTe W peanusoBbiBaTb Ha  A3blke
Memoob! u obecneyerus BbICOKOrO  YPOBHSI  alropuTMbl  pEeLUeHUst  TWUMOBbIX
UHCMpYMeHmarbHble OfIK-7.5 ymeeT paspabaTtbiBaTb M | npodeccroHanbHbIX 3aaav;
cpedcmea peanu3oBbiBaTb Ha A3blke —  MNPUMEHATb MEeTOAbl OAHOMEPHOW ONTMMM3aLMKU Npu
po2paMmMuposaHusi BbICOKOIO YPOBHS | peLlueHun NpuknagHbIX 3agad
onsa peweHusi anropuTmbl peLueHns
npogheccuoHarnbHbIX TUNOBbIX Brnagetb:
3aday, ocywecmesnsimb npodeccroHarbHbIX HaBblkamy pas3paboTkM anropMTMOB pEeLUEeHUs  TUMOBbIX
060CHOBaHHbIU  8b160P 3agay npodeccroHarnbHbIX 3a4a4.

UHcmpymeHmapusi OrlK-7.11 Bnageet HaBblKamu
npozgpamMmuposaHusi U pa3paboTkn anropuTMoB
crocobos opzaHu3ayuu peLleHust TUMOBbIX
npozpamm npogpeccroHanbHbIX
3agad
OfFK-7.13 Ymeet NpUMeHATb
meToabl OfHOMEpPHON
onTUMMU3aLmu npu
peLueHun NpUKNagHbIX
3agad.
OfIK- | CnocobeH npumeHsmb | OflK-8.10 ymeeT  paspabaTbiBath | YMeTb:

8. memoOosb! Hay4HbIX mopgenn  GesonacHocTh — paspabaTbiBaTh mogaenmu 6esonacHocTu
uccriedosaHull npu KOMMbIOTEPHBIX CUCTEM C | KOMMbLIOTEPHBLIX CUCTEM C MCMOMb30BaHWEM HeobGXoavmoro
nposedeHuu MCMorb30BaHNEM mMatemaTuyeckoro amnnapata W CpeacTB KOMMbIOTEPHOro
paspabomok 8 HeobxoAnMoro MOAENUPOBaHWS;
obrnacmu obecneyeHusi maTtemaTnyeckoro —  NpUMeHsTb meToabl 3KCMepUMeHTarnbLHOro
6esonacHocmu annapata 1 CpPeACTB | pccriefoBaHus Npu pelleHnn NpodeccMoHarnbHbIX 3anad.
KOMIMbIOMEPHbIX KOMMbIOTEPHOIO
cucmem u cemel MogenvpoBaHus Bnapetsb:

OriK-8.11 Brageet crnocobamut | cnoco6amu MoAenuMpoBaHusi 6e30MacHOCTY KOMMbIOTEPHbIX
MOAENUPOBaHNS cucteM, B TOM 4uCne MOAENMPOBaHUS  yrpaBlieHus
6esonacHocTu [OCTYNOM U MHEPOPMALIMOHHBIMU MOTOKaMW B KOMMbIOTEPHbIX
KOMMBIOTEPHBIX CUCTEM, B | cuCTEMaXx.

TOM yucne
MOAENUPOBaHNS
yrpaBneHns OOCTYNoM U
WHpOPMaLIMOHHBIMK
noTokamu B
KOMMbIOTEPHbIX CMCTEMaX

OflIK-8.15 ymeet NPUMEHSITb
MeToabl
3KCnepyvMeHTanbLHoro
uccnenoBaHus npu
peLueHnn
npodpeccroHanbHbIX

3agaq




OriK- | CnocobeH pewams | OF1K-9.15 ymeeT aHanusupoBaTb U | YMeTb:
0. 3adaqu 5 oueHusaTL _ Yyrpossl — aHanu3npoBaTh U OLIEHWBATb YrPO3bl MHAPOPMALIMOHHOM
npogheccuoHarnbHol MHOPMALIMOHHOM 6e30nacHOCTY 06bekTa.
OessmenbHocmuU c 6e3onacHocTn 06BbeKTa;
yyemom mekyuie2o
COCMOsIHUSI u
meHOeHyull  pa3zsumusi
memodos 3auwumsl
UHghopmayuu 8
orepayUoHHbIX
cucmemax,
KOMIMbIOMEPHbIX Cemsix
u cucmemax
ynpaseneHusi 6azamu
OaHHbIX, a  makxe
memodos U cpedcms
3awumsl  UHGhopMayuu
om ymeyku o
MEeXHUYECKUM KaHaram,
cemeli u  cucmem
nepedayu uHghopmayuu
OrIK- CrnocobeH OfIK-13.5 ymeet pabotatb c | YmeTb:
13. paspabambigamb MHTErpMpoOBaHHbLIMU — paboTtatb c MHTErpMpoBaHHbIMU cpegamm
KOMIMOHeHMb! cpepgamu pa3paboTku | pa3paboTkv NPOrpaMmMHOro o6ecneyeHms;
rnpozpammHbIX u nporpamMMHoro — chopmarnusoBaTb NOCTaBMEHHYIO 3aaauqy;
poepammMHo- obecrneyerus; — paspabatbiBaTb  a(pdeKTUBHbIE  anropuTMbl U
annapamHbix cpedcme | OfIK-13.6 Brageet HaBblkaMW | nporpammbl;
3awumel  uHgopmayuu pa3spabotku, oTnaaku, — NpPOBOAUTb OLEHKY BbIYUCITUTENBHON CMOXHOCTU
8 KOMIMbIOMEPHbIX [OKYMEHTUPOBAHWSI Y | anroputma;
cucmemax u TeCTUpoBaHVSA NporpaMm; — nnaHupoBaTth pa3paboTKy CHOXHOIO MPOrpaMMHOro
nposodums aHanu3 ux | OfIK-13.12 ymeeT  hopManu3oBaTh | oBecneveHus;
6esonacHocmu MOCTaBMeHHYIo 3aaa4y; —  MPUMEHSATb METOAbI aHanW3a MPOEKTHbIX PELUEHMI
OlIK-13.13 ymeeT  paspabartbiBaTb | nns obecreveHus 3almLLEHHOCTY KOMMbIOTEPHBIX CUCTEM;
3 deKTHBHbIE —  NpUMEHATbL COBPeMeHHble cpeacTsa obecrieveHuns
anropuTmbl Y | MHpopMaumMOHHON 6e30MacHOCTU NPOrPaMM 1 AaHHbIX.
nporpaMmel;
OflK-13.14 yMeeT NpoBOAUTL OUEHKY | BnageTs:
BbI4NCITENBHON — HaBblkaMu pa3paboTky, OTNagk1, AOKYMEHTUPOBaHMs
CMOXHOCTN anropuTma, U TECTUPOBaHUS NPOrpamm;
OlIK-13.15 ymeeTt nnaHmposarb — MeToaMU OLIEHKM KayecTBa FOTOBOFO MPOrPaMMHOTO
pa3spaboTky CMOXHOIO | oGecneyeHns:
nporpaMMHoro HaBblkamy pa3paboTkM anropuTMOB ANS PELUEHUS] TUMOBbIX
obecneyerus; NpodEeccHoHanbHBIX 3aa4.
BnageeT meToaamu
OMK-13.16 OLIEHKM KayecTBa
rOTOBOFO  MPOrPaMMHOro
obecneyeHus;
BrnageeT HaBblKamu
pa3paboTku anropuTMOB
OrK-13.17 0N peweHus TUMoBbIX
npodeccnoHanbHbIX
3agay;
Ymeer NPUMEHSTb
meToapbl aHanusa
OMK-13.19 MPOEKTHBIX peLleHnin Ans
obecneyeHus
3aLUMLLEHHOCTH
KOMMbIOTEPHbIX CUCTEM.
YmeTb NPUMEHSITb
COBpeMeHHble cpefcTBa
OMNK-13.21 obecneyeHust }
WHPOPMaLMOHHOM
6esonacHoOCTM nporpaMm
W AaHHbIX
OrIK- CrnocobeH CnocobeH NPUMeHSATb | 3HaTb:
2.1 paspabambigamb 9 dPeKTUBHbBIE MPUHLMMBI — TpeboBaHMS OCHOBHbIX CTaHAAPTOB MO  3awuTe
anaopummsi, pa3paboTku CPEACTB | KOMMbIOTEPHBIX CUCTEM U CETEN.
peanusyouwue OMK-2.1.1 3alWmMThl  MHMOPMaLMK ¢
cospeMeHHble UCMONb30BaHNEM YmMeTh:
Mamemamuyeckue aKTyalnbHbIX — NpUMeHsATb  adpekTnBHbIE MNPUHLMMLI  paspaboTku
mMemoosb! 3awumel mMaTemaTn4ecKunx CpeAcTB  3awWwuThl  MHoOpMauMM C  UCMONb30BaHUEM
UHgopmayuu MeTonos aKTyanbHbIX MaTeMaTU4eCKUX MeToA0B;
3Haet TpebosaHus — KnaccudumumpoBaTtb MHMOPMALMOHHbLIE CUCTEMBbI MO
OlMK-2.1.2 OCHOBHbIX CTaHAAPTOB MO | TpeboBaHMAM 3alUTbl MHGOPMaLMK;
3awpTe  KOMMbIOTEPHbIX — paspabaTbiBaTtb nporpaMMHble  anroputMbl €
CcUCTEM U ceTell NpYMEHEHVEM MaTeMaTU4Yeckux Mogenei ANs  OLEHKU
OMK-2.1.4 Cnocoben 6€e30MacHOCTU KOMMbIOTEPHBIX CUCTEM.

KnaccnguumpoBaTtb




MH(OPMaLMOHHbIEe

CUCTEMBI no | Bnapetb:
TpeGoBaHMAM  3alLUTbI — ahPEeKTUBHBIMM  NPUHLMNAMKU  paspaboTku CPeacTs
nHcpopmaumm 3aWmMThl  MHGOPMALUMM C  UCMOMb30OBAHWEM  aKTyarlbHbIX
CnocobeH MaTeMaTU4YeCKMX METOLOB;
pa3pabaTbiBaTb
NPOFPAMMHBIE — cpeacTBamu paspaboTku MPOrpaMMHbIX anropuTMoB ¢
ANTOPUTMbI ¢ | TPVMeHeHMem MaTeMaTudeckux MOpernei Ans  OLeHKM
OMK-2.15 NPYMEHEHMEM 6e30nMacHOCTN KOMMbIOTEPHbBIX CUCTEM.
MaTeMaTU4eCKnxX
MoAenen Ans  OueHKKU
6e3onacHocTn
KOMMBIOTEPHbIX CUCTEM
MK-1 CrnocobeH nposodume MpumeHseTr TexHonorum | YmeTs:
aHanu3 mpebosaHuli u 06paboTku AaHHbIX, — NPUMEHATbL TEXHONOMMN 06PabOTKM AAHHBbIX;
8bIM10N1HAME pabomsI Mo ananusmpyet — aHanusnpoBaTb BO3MOXHOCTM MCNOMNb30BaHNSA
[poeKMUpPo8aHuIo BO3MOXHOCTI X | TexHomoruit  obpaboTkM  AaHHbIX  npu  paspaboTke
npoepammHoZ0 MK-1.3 MCMOMNb3OBaHMSA TPV | nporpammHoro  ofecrieveHnss B  NPOGECCUOHANBHOM
obecrneyeHusi c paspaboTke AEATENLHOCTH.
npumeHeHuem nporpaMMHoOro
MamemMamuyeckux obecneyeHusi B
memodos 3awums! npodeccroHanbHow
AesiTenbHOCTH
CriocobeH nposodums MpumeHseT YMmeTb:
uccnedosaHusi Ha 8cex apheKkTMBHbIE METOAbI U — NpuMeHATb  3EeKTUBHbIE MeTodbl W cpeacTea
amanax  KU3HEHHO20 | i 5 4 CpeacTsa MNaHWpOBaHWA | NNaHWpoBaHWs WM OpraHu3auuuM  WUCCNefoBaHuid U
yukna cpedcme n opraHusaumu | paspaboTok;
3awumel  uHgopmayuu “ccnenoBaHuii " — ncnonb3oBatb TUMOBOE U creunanu3npoBaHHoe
8  MpogeccuoHarnbHou paspaboTok nporpaMMHoe obecneyeHue, NpPoBOAUTbL KOMMbIOTEPHOE
OessmenbHoCcMU MK-2.2 Mcnonbayet MeTodbl | uccregoBaHue, (OpMMpOBaTb OMMUCaHWE pPe3ynbTaTtoB MU
npoBeaeHus chopMynmpoBaTh BbIBOAbI;
SKCMNEepMMEHTOB " — MPOBOAUTL TEOPETMYECKNEe U 3KCMepUMEHTarbHble
HabriofeHni, MCCnefoBaHNs YPOBHEW 3alUMLLEHHOCTM WHgopMauun B
0606LeHnA 1 06paboTkN | KoMMbLIOTEPHBIX CUCTEMAX U CETSX.
nHdopmaumm,
nonyyeHHoii B  xode | BnapeTb:
nuceneposaHn — mMeTodamm npoeegeHnst 3KCMEPUMEHTOB n
MK-2.3 VcnonbsyeT TWNOBOE W | \agnionennii, oBoblueHMs M 06paBoTkM  MHbOPMALMM,
[1K-2 cneunanusnpoBsaHHoe MONYYEHHOI B XOfE UCCIENoBaHUiA.
nporpamMmmMmHoe
obecneyeHve, npoBoAUT
KOMMbIOTEPHOE
uccnenosaHue,
dopmupyet onucaHune
pesynbTaToB n
cdopmynumpyeT BblBOAbI
MK-2.5 Mposogut
TeopeTnyeckme "
3KCnepyvMeHTanbHble
MCCNefoBaHNs  ypoBHEN
3aLLMLLEHHOCTM
nHdopmauum B
KOMMbIOTEPHBIX CUCTEMAX
N ceTax
MK-3 CrnocobeH MK-3.1 dopmupyeT 1 nNpuMeHsieT | YMeTb:
ocywecmersisims aHanuMTMYyeckyl Moaenb — (hOpMUPOBaTb M MPUMEHNATb aHANMUTUYECKYI0 MOAEMNb
paspabomky, aHanus u ahdpeKkTUBHOCTH 3 (PEKTUBHOCTN BHEAPEHVA CPeacTB 3aluTbl MHpopMaumm
obocHosbIBamb BHeapeHus CPeACTB | pasnuyHbIX KIaccos
agpekmueHocmb 3auThbI UH¢opMaLK — aHanuanposaTb 3(PMEKTUBHOCTb (PYHKLIMOHMPOBAHUSA
npumeHsieMbix pasnunyHbIX KNaccos NporpaMMHbIX CPeACTB 3aluTbl MHopMaLmn.
MamemamuyecKux MK-3.3 AHanusvpyeTt
memodos 3awumel 9 PeKTUBHOCTb Bnagetb:
uHgopmayuu, (PYHKLMOHNPOBAHMSA —MeTogamMmM UM CpeAcTBaMM MPOBEAEHUs!  aHanusa
BO3HUKaKOWUX fipu NPOrpamMmHbIX CPEACTB | 55, u111eHHOCTM NPOrPaMMHBLIX M NPOrPaMMHO-annapaTHbIX
pabome  npozpammtibix 3aLmTLI MHopmaLmMm CPenCTB 3aLLUTbl UHAOPMaLMN.
u npogpamMmHo- | TIK-3.5 BbinonHsiet aHanu3
annapamsbix cpedcme
3awumsl  UHghopMayuu SaLmtieHHOCTA
npu peweHuU nporpaMMHbIX "
NIPOGECCUOHATIbHBIX, nporpamMMHo-annapaTHbIX
uccrnedosamernbCKux U cpeacts sawurel
rpuknadHbix 3aday MH(pOopMALWK

13. O6bemM npakTUKM B 3a4eTHbIX eAuHMLax / aK. vac. (8 coomeemcmeuu ¢ y4ebHbIM naHoM) —

8/288.

dopma NpoMeXXyTOYHOM aTTecTauum 3a4em C OUEHKOU.




14. TpyAoeMKOCTb NO Buaam y4ebHom paboTbl

TpyooeMKkocTb
Mo cemecTtpam
Bua yuebHoii paboTsl Boero 9
y. 9., B hopme
Mnn
Bcero yacos 288 288 203
B TOM ymcne:
KoHTakTHas paborta (Bkntovas HAC) 4 4 3
CamocTosaTenbHaga pabota 284 284 200
UToro: 288 288 203
15. CopepxaHue npaktuku (mnu HAP)
n/n O6bem yyebHon paboThl, 4
Pasgenbl (aTanbl) KoHTakTHble | CamocTtoaT

Buabl yd4ebHon paboThbl

NpPaKkTuKn yacsbl enbHad
paboTta
1. OpaaHu3ayuoHHo- MNpoBeaeHne  cobpaHus MO opraHMsauMm  NPaKTUKK;
rnodzomosumersibHbIU | YCTaHOBOYHBIN MHCTPYKTaX MO 3agayam, cpokam u Tpebyemon
amarn OTYETHOCTW; MHCTPYKTaX NO TexHwke GesonacHocTV paboThl;
dopmMynMpoBKa 3agady Ona peleHuss B XOA4e NPakTuKK; 1 24
NOAroToBKa OOKYMEHTOB, NOATBEPXKAALLMX dakT

HanpasneHna Ha NPaKTUKY; nonyyeHne 3adaHuAa oT
pyKoBoauUTena npakTuku, I'IpOI/I3BO,D,CTBeHHbII7I WHCTPYKTaX

2. Hay4Ho- 1) BbIGOp Tembl WccnegoBaHWs; onpedeneHne npobnemsl,
uccriedogsamernbckuli | obbekTa M npegmeTa uccrefoBaHus; 2) cdopmynupoBaHue
amarn Lenu 1 3agad uccnenoBaHust (aHanm3 UCXOAHbIX AaHHbIX Ans

peLleHns NnocTaBreHHOMN 3apauu; nokanusauusi

npobnematukn, obbekta u npegmeTa uccrnenoBaHus); 3)
TEoOpeTVYeckui aHanua nuTepaTypbl U UCCregoBaHWn no
npobneme, nognbop HeOOXOAMMBLIX WCTOYHMKOB MO Teme
(naTeHTHble MaTepuanbl, Hay4Hble OTYETbl, TexHU4eckas
OOKyMeHTaumMss u ap.); cocTtaeneHue 6ubnuorpacdun; 4)
dopmynumpoBaHue pabodyeli runotesbl; BbIOOp obopyaoBaHus
ONs pelleHus NocTaBneHHoW 3ajaun; 5) paspaboTka
MaTeMaTU4YEeCKOro, anropuTMUYEecKoro WnM MporpamMmmMHOro
obecrnevyeHuss HeobXxoaMMOro Ansi peLleHUst MOCTaBEHHON
334241 OCHOBbIBAsICb Ha Te3ncax paboyen rmnoTessbl.
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3. Oman ebinonHeHus Onpepenexve npobnemsl, obbekTa " npeameta
uccriedogamernbCKuX nccnenoBaHus, dopmynupoBaHue uenu " 3agad
pabom o UCCnefoBaHusi, TEOpPeTUYEeCKUA aHanua nutepaTtypbl  U©
uHAusudyasbHOMy uccrniegoeaHuin no npobneme, npoeeaeHne ob3opa u BbIGOp
nnaHy COBPEMEHHbIX UH(OPMALMOHHBIX TEXHOMOIUIA, CrneuuanbHOro
nporpammMHoro obecneyeHnss u obopyaoBaHUs ANA peLleHus
MOCTaBIEHHOW 3a4ayu Mo aHanuay 3allMLIEeHHOCTN obbekTa
nHopMaT3aummn; NpoBedeHne CaMOCTOATENbHOIO peLUeHUs
chbopmynMpoBaHHOW HayyYyHOW 3ajayu, uccrneaoBaHunm wn
3KCNEPVMEHTOB.

1 100

4. OgbopmneHue OnwncaHue npogenaHHol paboTel C CaMOOLEHKOW pe3ynbTaToB
omyéma no umozaam BbIMOMHEHMS HAP; dopmynupoBaHue BbIBOOOB " 1 60
npakmuku npeanoXxeHun no oprannsaumm HAP.

CogepxaHne npakTU4eCcKoW MOArOTOBKWU MpU NPOBEAEHUM MPaKTUKM YCTaHaBnMBaeTCs
NCXOAS M3 COAEepXaHusi U HarnpaBfeHHOCTM obpas3oBaTenbHOM MNpPOrpaMmbl, COOEpPXKaHUSA
npakTukn, ee uenen u 3agad. [lpakTnyeckas noarotToBka nNpU NPOBEAEHUN MPaKTUKK
HanpaeneHa Ha oOpMMpPOBaHNE YMEHWI N HABbIKOB B COOTBETCTBUN C TPYAOBLIMU AENCTBUSMMU
n (Mnn) TpyAoBbIMM PYHKLMAMM NO Npodunto obpasoBaTesnibHON NPOrpaMmmbl.

lMpakTnyeckas nNOAroToBKa MPOBOAMTCHA MYTEM HEMNOCPEACTBEHHOrO  BbINONIHEHNSA
obyvalowmmmncs onpegeneHHblx BMaoB paboT, cBA3aHHbIX C Oyaywen npodecCuoHanbHOM




AEATENbHOCTbLIO, CNOCOBCTBYHOLLNX (POPMUPOBAHMIO, 3AKPENIEHNIO U PA3BUTUIO NPaKTUYECKUX
HaBbIKOB M KOMMNETEHLUMI MO Npodunnio COOTBETCTBYHOLLEN 0b6pa3oBaTeNbHOM NPOrpaMmmbl.

Ne | Tunbl 3apay | dopmupyemble dopmupyemble
n/n | NpoeccroHanbHol | npodeccrnoHanbHble KOMMNeTEeHLUM obwenpodeccnoHarnbHble
AeATeNnbHOCTH KOMMEeTeHLUUN cneyunanusauum
1 Hay4Ho- lK-1.3 lMpumeHsiem mexHosoeuu OrlK-2.1.1 CrniocobeH NPUMEHSIMb
uccriedosamersibCKull obpabomku 0aHHbIX, aHanuaupyem | acbcbekmusHble MpUHUUIb! paspabomku
803MOXHOCMU ~ UX  UCMOMb308aHUs  npu | cpedcme 3awums| UHgpopmayuu c
paspabomke rpozpaMmMHO20 obecriedeHusi 8 ucrnonb308aHUeM aKkmyarsibHbIX
npogpeccuoHanbHol desimebHOCMU. MameMamu4ecKux Memodos.
l1K-2.2 Wcnonb3yem memodsi rposedeHusi
3KcrepuMeHmos u HabnodeHud,

0bobuweHusi u obpabomku uHgbopmayuu,
rnony4eHHoU 8 xode uccnedogaHull.

lK-2.3 Ucrionbayem murnogoe u
creyuanu3uposaHHoe npozpaMmmMHoe
obecriedeHue, nposooUmM KOMIbIOMepHoe
uccrnedosaHue,  ¢hopmupyem  onucaHue
pe3ynbmamos u ¢hopmynupyem ebieo0kbi.
l1K-2.5 [lpogodum meopemuyeckue u
aKcriepuMmeHmarnbHble uccriedosaHus
yposHel 3awjuweHHocmu uHgopMayuu 8
KOMIMbIOMEPHbIX cucmemax u cemsix.

MK-3.1 ®opmupyem u  npumeHsem
aHanumuyeckyro modesib 3ghghekmusHocmu
8HedpeHus1 cpedcme 3alumsl UHhopMayuu
PasUYHbIX Kaccos.

l1K-3.3 Awnanusupyem aghgpekmusHocmb
YHKUUOHUPOBaHUS NMpoepamMMHbIX cpedcms
3awumsl UHghopmayuu.

2 lNpoekmHnbIl l1K-3.5 BelinonHsem aHanus
3awuweHHocmu po2pammHbIX u
rpo2paMMHO-arnnapamHbix cpedcme
3awumsl UHghopmayuu

3 KoHmpornbsHo- rK-2.1 lMpumeHsiem aghgpekmuesHble OrlK-2.1.2 3Haem mpebosaHusi OCHOBHbIX
aHanumuyeckul memoObl U cpedcmea [naHuposaHusi U | cmaHOapmog [0  3awume  KOMIbHMepPHbIX
opeaHu3sayuu uccnedosaHull u pa3pabomox. cucmem u cemed.

OrllK-2.1.4 CriocobeH  knaccuguyuposams
UHGOPMaUUOHHbIE cucmeMbl 1o mpebosaHusM
3auwumsl UHghopmayuu.

4 OkcrnnyamayuoHHbIU OflK-2.1.5 CnocobeH paspabamsieamsb
rnpozpaMMHble  an2opummbl € MPUMEHEHUeM
Mamemamudeckux  moOernieli  Onsi  OUEHKU
6e30rnacHOCMU KOMIbIOMEePHbIX CUCMEM.

16. MNepeyeHb y4eOHOM nuTepaTypbl, pecypcoB ceTu «MHTepHeT», HeoGXxoauMbIX Ans
NPOXOXAEHUA NpaKTUKK (CrIUCOK umepamypbl 0¢hopmisiemcs 8 coomeemcmeuu ¢ mpebogaHuUsIMU
'OCT u ucrnonb3yemcsi obw,asi Ck8o3Has HyMepauusi 0111 8cex U008 UCMOYHUKOB)

a) OCHOBHaga nuTepaTtypa:

Ne n/n M CTOYHMK

Wknsp, M.®. OcHoBbl Hay4HbIx uccnegosanun / M.®. Wknap. — Mockea: Jawkos n Ko, 2012. —
244 c. URL:http://biblioclub.ru/index.php?page=book&id=112247.

HoeukoB A.M., HoeukoB [1.A. MeTogonorus Hay4yHoro uccnegosanus. — M.: Jinbpokom. 2010 —
280 c. URL:http://www.methodolog.ru/books/mni.pdf.

MenbHukoB B. I1., KnenimeHoB C. A., lNeTpakoB A. M. HdopmaumoHHas 6e30nacHOCTb 1 3awuTa
nHdopmauun. - M.: Akagemunsa, 2007. — 330 c.

OcHoBbI ynpaBneHus nHPopMaLMoHHOM 6e3onacHocThio: [y4ebHoe nocobure Ansa cTyaeHToB
BY30B, 006y4atoLmnxcsa No HanpaBneHUsM NOArOTOBKM (CNeunansHOCTSIM) YKPYNHEHHOW rpynnbl
cneumanbHocTern 090000 - "MHdopm. 6esonacHocTb"] / A.lM. Kypuno [n gp.]. — 2-e u3g., ncnp. —
Mocksa: Nopayvasa nuHua-Tenekom, 2014. — 243 c. : un., Tabn. — (Bonpocsl ynpasneHus
WHpopmaLunoHHon 6e3onacHocTblo ; KH.1) .— bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-0361-
6.

Kpakosckun, KO.M. NHdopmaumnoHHas 6e3onacHOCTb 1 3awmTa nHgopmanmun: yiebHoe nocodune
ans ctyd. oby4. no cneumanbHOCcTU «MHPOPMaLMOHHBIE CUCTEMBI M TEXHOMNOMMUY OHEB. M 3a0M.

1.

2.



https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=5487&TERM=%D0%A8%D0%BA%D0%BB%D1%8F%D1%80,%20%D0%9C.%D0%A4.%5B1,1004,4,101%5D&LANG=rus
http://biblioclub.ru/index.php?page=book&id=112247

dopm obydeHus / HO.M. Kpakosckuin. — M.; Poctos H/[] : MapT, 2008 .— 287 c. : un .—
(Y4ebHbin kypc) .— Bubnwuorp.: ¢.221 .— ISBN 978-5-241-00925-8.
Onennuik IM. T1. KopnopaTvBHble MHOPMALMOHHBIE CUCTEMBI: Ans 6akanaBpoB M CNeumanmcToB:

6. | y4ebHUK anga cTyg. By3oB, 00y4. no Hanpaern. 080800 "MpuknagHas uHdopmaTtmka (no
obnactam)" u gp. akoH. cney. — ClN6.: MNurtep, 2012. — 176 c.
docTtep, xenmc. 3awmra OT B3fioma: COKETLI, akcnnonThbl, shell-koa: / x. doctep, M. MNpanc ;

7 nep. c aHrn. A. A. CnunHknHa .— Mocksa : IMK lNpecc, 2008 .— 784 c. : un. —

" | (UHdopmaLmoHHaga 6e3onacHocTb).— ISBN 5-9706-0019-9 : 449.10 p. —
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1117>.
Ckyauc, 3. MNMpoTtmBocTosHNE xakepaM. [owaroBoe pykoBOACTBO MO KOMMNbIOTEPHbLIM aTakam 1

8 acppekTnBHONM 3awmTte/ 3. Ckyanc. — Mocksa: OMK lMpecc, 2009. — 512 c. : un. — (BawmTa un

" | agMmuHncTpmpoBanune) .— ISBN 5-94074-170-3 : 176-00 .—
<URL:http://e.lanbook.com/books/element.php?pll cid=25&pll id=1112>,
ony6, Bnagumup AnekcaHgposud. 3awmta oT Bpe4OHOCHOTO NporpaMmMHOro obecneyeHuns:

9. | yuebHoe nocobue ansa sysor / B.A. lony6; BopoHex. roc. yH-T.— BopoHnex: JIOIN BI'Y, 2006. —
31 c. — bubnuorp.: ¢.30 .— <URL:http://www.lib.vsu.ru/elib/texts/method/vsu/may07045.pdf>.
Xoapga, Mawkn. 19 cmepTHbIX FpexoB, yrpoxarwLmx 6e3onacHocTy nporpamm. Kak He gonycTuTb
TMNNYHBIX ownbok/ M. Xosapa, [. Jle6nank, [x. Buera; aBT. npeavicn. A. MopaH. — Mocksa:

10. | OMK lMpecc, 2009. — 287 c. : un. — .— 3arn. n aBT. opur.: 19 deadly sins of software security /
Michael Howard, David Leblanc, John Viega .— ISBN 5-9706-0027-X .—
<URL:http://e.lanbook.com/books/element.php?pll_cid=25&pl1_id=1118>.

11 3anues 0.B. Rootkits, SpyWare/AdWare, Keyloggers & BackDoors: O6HapyxeHue 1 3awmTa /

" | O.B. 3anues. — Cl16.: BXB-lMNeTtepbypr, 2006. - 304 c.

12. | MpockypwuH B. I'. 3awuTta nporpamMm 1 gaHHbix - M.: Akagemus, 2011. — 198 c.
YnpasneHve BHegpeHnemM MHOOPMALMOHHBIX CUCTEM: KypC Nnekuun: y4eb. nocobue ang

13 | CTYAEHTOB By30B, obyyvaroLmxcsa no cneynanbHOCTsIM B 06nactu nHdopm. TexHonorun / B.A.

" | Fpekyn, I'. H. OennweHko, H.J1. KoposkuHa. — M.: UHTepHeT-YH-T nidopM. TexHonorun, 2008.
[SnekTpoHHbIn pecypc] URL: http://www.intuit.ru/studies/courses/2196/267/info/.
14 KOpuH U.1O. TeopeTnyeckue n npaktnyeckme OCHOBbI 3alnTbl MHpopmaumn. 2012.
" | http://library.sgu.ru/uch_lit/620.pdf.

0) gononHuTeneHasa nureparypa:

Ne n/n

NcTouHnk

15.

Mypowmuesa A. B. VckycctBo npeseHTaumnn. OCHOBHbIE NpaBura 1 npakTuyeckne
pekomeHgauun / A.B. Mypomuesa. — Mocksa: ®nuHTa: Hayka, 2014. — 108 c.

16.

KpyunHuH, B.B. KomnbloTepHbIe TEXHONOMMM B Hay4HbIX MCCREeAOoBaHNAX: y4ebHo-
mMeToanyeckoe nocobue / B.B. KpyunHuH. — Mocksa: TYCYP (Tomckuin rocyaapCTBEHHbIV
YHUBEPCUTET CUCTEM YNpaBneHus n pagnoanekTpoHukn), 2012. — 57 c. — Pexum goctyna:
http://e.lanbook.com/books/element.php?pll_id=11269.

17.

AHppees, .. OcHoBbl Hay4YHON paboTbl 1 METOAOMNOMMSA ANCCEePTaLMOHHOIO nccneaoBaHums /
.. Angpees, B.B. BapeuHeHko, B.C. Bepba. — Mocksa: ®uHaHCbl u cTatuctuka, 2012, —
296 c. — Pexxum goctyna: http://e.lanbook.com/books/element.php?pll_id=28348.

18.

CucTtembl n cpeactea nHdopmaTukun: ExxerogHuk / I'n. pea. U.A. Cokonos. — Mocksa: AT
PAH. — 2010.— Bbin. 20. — Ne 2. — 350 c.

19.

depepanbHbI 3akoH oT 27 utonsa 2006 roga Ne 149-d3 «O6 nHdopmaumm, MHOPMaLNOHHBIX
TEXHOMOrMaxX 1 0 3awmte nHgopmauuny // CobpaHue 3akoHogaTenbcTBa Poccumnckom
Pegepaumm, 31.07.2006, Ne 31 (1 4.), cT. 3448.

20.

depepanbHbI 3akoH oT 27 utonsa 2006 roga Ne 152-d3 «O nepcoHanbHbIX AaHHbIX» //
CobpaHue 3akoHogaTtenbcTBa Poccuiickon ®epepaunun, 31 nona 2006 roga Ne 31 (1 4.), cT.
3451,

21.

FOCT P UCO/M3BK 27001-2006 NHdopmaumnoHHasa TexHonorus. MeTtogbl 1 cpencrea
obecneyeHunst 6esonacHocTn. CUCTeMbl MEHEAXXMEHTA MHGOPMAaLMOHHOW 6e30nacHOCTM!.
TpeboBaHus. (yTBepXaéH 1 BBeAEH B aencTBue MNpukasom degepanbHOro areHTcTea no
TEXHUYECKOMY perynmpoBaHuio n Mmetponoruu ot 27 aekabpsi 2006 r. Ne 375-cT).

22.

Mpuka3 ®enepanbHON Cryx0Obl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTporto Poccun ot 11
deBpans 2013 roga Ne 17 «O6 yTBepxaeHun TpeboBaHuiA 0 3awmuTe nHopmMaumm, He
COCTaBMsoLLEN rocygapCTBEHHYIO TalHy, CoaepKallencsi B roCyaapCTBEHHbIX
MHGopMaUMOHHbIX cuctemax» // Poccuiickas raseta, Ne 136, 26.06.2013.

23.

Mpuka3 ®enepanbHOM Cnyx6bl MO TEXHUYECKOMY M SKCMOPTHOMY KOHTpomto Poccum ot 18
deBpans 2013 roga Ne 21 «O6 yTBepXXaeHUn coctaBa 1 cogepkaHnsi OpraHn3aumMOHHbIX U
TeXHM4Yeckux mep no obecneveHno 6€3o0nNacHOCTU NepPCoHarbHbIX AaHHBLIX MpU X 06paboTke B
VMH(OPMAaLIMOHHBIX CUCTEMaX NepcoHarnbHbIX AaHHbIX» // Poccuiickas raseta, Ne 107,
22.05.2013.



http://www.intuit.ru/studies/courses/2196/267/info/
http://library.sgu.ru/uch_lit/620.pdf
https://lib.vsu.ru/zgate?ACTION=follow&SESSION_ID=3219&TERM=%D0%9C%D1%83%D1%80%D0%BE%D0%BC%D1%86%D0%B5%D0%B2%D0%B0,%20%D0%90%D0%BD%D0%BD%D0%B0%20%D0%92%D0%B0%D0%BB%D0%B5%D1%80%D1%8C%D0%B5%D0%B2%D0%BD%D0%B0%5B1,1004,4,101%5D&LANG=rus

MeTogunyecknin gokymeHT. Mepbl 3aLmThl MHGOPMaLUUmM B rocygapCTBEHHbIX MHOPMaLMOHHBIX

24| cycremax (yTe. DCTIK Poccnm 11.02.2014).

MoctaHoBneHue MNMpaButensctea Poccuiickon Peagepaumm ot 1 HoA6pst 2012 roga Ne 1119 «O6
YTBEPXXAEHMM TpebOoBaHWI K 3aLLMTe NepCcoHarbHbIX AaHHbIX Npu X 0bpaboTke B
MHAOPMALIMOHHBIX CUCTEMAX NepcoHanbHbIX AaHHbIX» // CobpaHue 3akoHoOoaTeNnbCTBa
Poccunckon degepaumm, 05.11.2012, Ne 45, cT. 6257.

25.

MewepsikoB B.A., XKenesHsk B.I., BoHpape A.O., Ocunenko A.J1., BabkuH A.H. lNepcoHanbHbie
AaHHble: opraHmsauunsa obpaboTkm n obecneveHns 6Ge3onacHOCTU B opraHax rocyaapCTBEHHOM
BNacTu n mecTtHoro camoynpasneHus / Nog pen. B.A. MewwepsikoBa. — BopoHex: BopoHexckuii
nHctutyT MBIl Poccnun, 2014. — 186 c.

26.

MocTaHoBneHne npaBuTenscTBa BopoHexckon obnactn ot 28 anpensa 2011 roga Ne 340 «O6
YyTBEPXXAEHUU MOSOXEHNS O €AMHOM peecTpe rocyaapCTBEHHbIX MHPOPMALMOHHBIX CUCTEM
BopoHexckoi obnactn» // CobpaHne 3akoHogaTenscTBa BopoHexckon obnactn 20.06.2011 Ne
4, cT. 285.

27.

Epmowkun H.H., TapacoB A.A. CTpaTteris MH(OPMaLNOHHBLIX TEXHONOrMI NpeanpuaTus. M.:

28.
M3a-80 MoOCKOBCKOro rymaHmtapHoro yHmeepcuteta, 2003.

KopHees W.K., CtenaHoB E.A. 3awmTta nndopmauun B oduce. — "Magatenscteo MNpocnekt”,

29- | 2008, — 333 c.

AnekcaHap JopoHuH. BusHec-passegka http://fxt.com.ua/business_literatura/131-aleksandr-

30. doronin-biznes-razvedka.html.

31. | TaHeHbaym 3. KomnbloTepHble cetn / Q. TaHeHbaym. — CI16.: NMutep, 2005. — 991 c.

Banbix A.C. OueHka BO3MOXHOCTeN aTtakn Ha nHdopmaumoHHyto cuctemy / A.C. Banbix, C.A.
32. | Banbix // KubepHeTtunka u Beicokme TexHonornm XXI seka: matep. Xl mexgyHapopn. Hay4.-Tex.
KOH., BopoHex, 11-12 mas 2011 r. — Boponex : UMNL BI'Y, 2011. - T.1. — C. 91-96.

33. | Naptbika T.J1. MUndbopmaumoHHas 6esonacHocts M.: POPYM, 2007.

MenbHukos, Bnagnmunp MNasnosuy. MHopmaumnoHHas 6e3onacHoCTb 1 3awmta nHpopmaumu:
y4yebHoe nocobue ansa cTyq. By3oB, 06y4. no cneyunansHocty 230201 "NHdopmaunoHHbie
cuctembl n TexHonorun" / B.IN. MenbHukos, C.A. KnenmeHos, A.M. MNeTtpakos; noa pea. C.A.
Knenmenosa. — M. : ACADEMIA, 2006 .— 330 c. : un .— (Bbicluee npodeccnoHansHoe
obpasoBaHue. VIHhopmaTurka 1 BeluMcnuTensHasa TexHuka). — bubnuorp.: ¢.327-328 .— ISBN
5-7695-2592-4.

34.

AHppuaHoB B.N."LLUNnoHckune WwTy4kn" n ycTporcTBa AN 3alimTbl 0OBbEKTOB, 1 MHDOpMaLun:

35. Cnpag. nocobue / B.A.bopoaunH, A.B.CokonoB. — C-I16.: JlaHb, 1996.

Abanma3zoB 3.M. MeToabl U UHXEHEPHO — TEXHUYECKNE CpeacTBa NPOTUBOAENCTBMS

36. UHdopmaunoHHbIM yrpo3am / 3.M.Abanmasos. — M.: 'potek, 1997.

37 Bacunescknii N.B. Cnocobbl 1 cpeactea NpeaoTBpalleHms yTeyuku MHopmawum no
" | TexHnyecknum kaHanam / N.B.Bacunesckuin. — M.: HIL "Henk", 1998.

38. | XopeB A.A., Cnocobbl n cpeactea 31 / A.A.Xopes. — MO P®, 1998.

FOCT P UCO/M3K 15408-2002 «NHGopMaumnoHHasa TexHonorns. MeTtoabl 1 cpeacTea
obecneyeHns 6esonacHocTn. Kputepum oueHkn 6e3onacHocT MHOPMaLNOHHBLIX
TEXHONOorMny», NPUHAT N BBeAeH B Aencteue NoctaHosneHnem locctangapta Poccun ot 4
anpens 2002 r. Ne 133-cT.

39.

NCO/M3K 31000:2009 «YnpasneHue puckamu. MpuHuunel n HanpaeneHus», ISO Technical

40. Management Board Working Group, 2009.

MCO/MBK 31100:2009 «YnpasneHue puckamu. Metoamkum oueHkm puckay, ISO Technical

4l Management Board Working Group, 2009.

FOCT P MCO/M3K 27005-2010 «MHdopmaLmoHHasa TexHonorus. Metoabl 1 cpeacTtea
obecneyeHns nHPopmMaLMoHHoN 6e3onacHoCTU. MeHeKMEHT prcka MHAOPMaLMOHHON
BesonacHocTuy», yTBEepXAeH 1 BBeaeH B gencteue lNMpukasom PenepanbHOro areHTcTea no
TeXHU4eckomy perynupoaHuto u metponorum ot 30 Hosbpst 2010 r. Ne 632-cT.

42.

B) MHGOPMALIMOHHbIE 3NIEKTPOHHO-00pa3oBaTenbHble pecypchbl (0duumanbHble Pecypchl MHTEPHET)*:

Ne n/n Pecypc

1 OneKTPOHHO-OMGNMoTEeYHasn cuctema «YHuBepcuteTckas bubnmnoteka online (goctyn
" | ocyuwlecTtBnsieTcs no agpecy: https://biblioclub.ru/)

WHOPMaLIMOHHO-TENEKOMMYHMKALMOHHAs cucteMa « KoHTekcTyM» (HaunoHanbHbIn Lndposom

2| pecypc «PYKOHT)

OneKkTpoHHO-6MbnmoTeyvHowm cucteme «JlaHby» (JOCTYN ocyLlecTBNAeTCH no agpecy:
https://e.lanbook.com/)

OBC «BOOK» (gocTyn ocyuiectensieTcs no agpecy: https://book.ru)

OnekTpoHHasa 6ubnmnoteka y4ebHo-MeToanYecknx matepuano BI'Y. Pexum goctyna: http://www.lib.vsu.ru

http://www.cryptopro.ru

Noa~ W

http://www.infotecs.ru



http://docs.cntd.ru/document/902271111
http://docs.cntd.ru/document/902271111

8. http://www.lissi-crypto.ru/
9. http://www.signal-com.ru
10. | http://www.shipka.ru

* Bnavane ykasbiBaoTcd OBC, ¢ koTopbiMn wumeroTca pgoroBopa y BIY, 3arem OTKpbiTble SMEKTPOHHO-
obpasoBaTtenbHble pecypchbl U T.A4.

17. OO6pasoBaTefibHble TEeXHONOrMu, MPUMEHsIEMble NpPU MNPOBEeAEHUU TMPAKTUKU W
MeToAMYecKne yKasaHus Ans oby4varolmxcs no NPoxXoXAeHUI0 NPaKTUKK

HWP - camocTtositenbHoe wuccrnenoBaHue cTyaeHTa, oOpMMIeHHOE B BWUOE HayyHOro
oTyeTa. HUP aBnsaeTtcs obs3aTenbHON YacTbio y4ebHOro nnaxa.

OcHoBHbIMM 3agadamn HAP aensatoTca:

1) OaTb BO3MOXHOCTb CTYAEHTY MNPOBECTU CaMOCTOSTENIbHOE HayyYHoe uccriegoBaHue,
yrnyobuTb 3HaHWs NO cneumanbHbIM AUCUUNIINHAM,

2) onpeaenntb CNOCOBHOCTb CTyAEeHTa BbIMOMHATL Hay4YHOE MccrefoBaHWE Ha YpPOBHE,
COOTBETCTBYHOLLEM KBaNMMukaumu.

HWP copepxaT cnegylowme OCHOBHble 4YacTu: BBeAEHWEe, Teopusi, IKCNEePUMEHT,
pesynbTatbl, 0OCYy)XOeHMe pe3ynbTaToB, BbIBOAbl, 3aKMlOYeHWe, 3amedaHusi, CrUCcoK
nntepaTypbl. AHHOTaumMss obbemom He Bonee 0,5 cTpaHWUbl pacnonoXxeHa nocne TUTYNbLHOro
nncta n npegwecteyet «CopepxaHuto». Cnncok GyKBEHHbIX O0BO3HAYEHU U COKpaLLEHUN
cnepyert 3a «CogepxaHmem». PucyHku n Tabnuupbl pacnonaratoTcs No TEKCTY NOCMe CCbISIOK Ha
HuX. PaboTy HeobxoguMO HanucaTb akKypaTHO, FPamMOTHbIM Hay4HbIM A3blkOM. >KecTkue
TpeboBaHnsa Kk 06bemy paboTbl OTCYyTCTBYHOT. OPUEHTUPOBOYHO MOXHO MOCOBETOBaTb OObEM
HWP B npegenax 30-50 cTtpaHuy,

OTyeT N0 nNpakTMKke [JOMKEH OblTb M3MOXEH TEeXHUYECKM T[PaMOTHbIM S3bIKOM C
NPUMEHEHNEM peKOMeHOOBaHHbIX TepMMHOB W abbpesuatyp ©6e3 opdorpaduyecknx u
rpammMaTtumyeckux owmnbok. MNpeacraBneHHbIN OTYET MO NpakTUKe OLeHMBAEeTCs Ha COOTBETCTBUE
WHpopmauun, npeacTaBneHHoM B OT4YeTe, AaHHbIM U3 MHGOPMALMOHHbLIX PecypcoB obLiero
poctyna cet IHTepHeT, maTepmanoB Nnekumin, y4ebHOM 1 TEXHNYECKOW NnTepaTypbl.

CTpyKTypa oT4yeTa no npakTuke

1. OT4yeT NO nNpakTUKe LOSHKEH BKNOYaTb TUTYMbHbBIA JNIUCT, COAEpXaHwe, BBeOEHWe,
OnucaHne TeOopeTUYECKUX W NPaKTUYECKUX acnekToB BbINOSIHEHHOM paboThl, 3akKn4veHue,
CMMCOK MCMOMb30BaHHbIX UCTOYHUKOB, MPUMOXEHWS.

2. Ha TutynbHOM nucTte gomkHa ObiTb NpeacTaBrieHa Tema NpakTukK, rpynna n dpamunms
CTyAeHTa, AaHHble O npeanpuaTun, Ha 6ase KOTOPOro BbIMNOMHANAChk MNpakTuka, aMmunng
pyKOBOAUTENS.

3. Bo BBeAeHMM CTyAeHTbl AOSMKHbI JaTb KpaTkoe onucaHve 3ajadvu, pellaeMon B pamkax
NPaKTUKN.

4. B OCHOBHOM 4acTu oT4yeTa CTyAeHTbl NpMBOAAT nogpobHoe onucaHne npoaenaHHoOn
TeopeTn4ecKkon n (Unn) npakTuyeckon paboTsl, BKOYas onvcaHne n obocHoBaHme BblOpaHHbIX
peLueHni, onucaHme nporpaMmm u T.4.

5. B 3akntoueHnn gaetcsa KpaTkasd xapakTepucTuka npogenaHHon paboTbl, 1 NpuBoaaTcs
ee OCHOBHble pe3yrbTaThbl.

6. B npunoxeHnax NpuBOASTCS HENOCPEeACTBEHHble pe3ynbTaTbl pa3paboTKu: TEKCTbl
nporpamm, rpadukn 1 guarpaMmmbl, u T.4.

TpeboBaHus kK 0OPMINEHUIO OTYETA

1. OT4yeT ohopmMnAeTcsa B ne4aTHOM Buae, Ha nuctax goopmaTta A4.

2. OCHOBHOW TEKCT OT4eTa BbINONHAETCA WpMdTOM 14 NYHKTOB, C MHTEpPBanom 1,5 mexay
cTpokamu. TekcT pasbuBaeTcss Ha ab3aubl, Kaxabll W3 KOTOPbIX BKAOYAET OTCTyn W
BblpaBHMBaHWE MO LUMPUHE.

3. TekCT B NpMNOXEHUAX MOXKET ObITb BbINONHEH 6onee Menkum wpudTom.

4. OTtyeT pas3buBaeTca Ha rnaBbl, MNYHKTbl M MOAMYHKTbI, BKOYalOWme AeCATUYHYIO
HymMepaLumio.

5. PUCyHkn 1 Tabnuubl B 0TYETE AOSMKHBbI UMETb OTAENbHY HYyMepaLumio U Ha3BaHWS.



6. Becb oT4yeT gomkeH ObiTb 0OhopMNneH B eQUHOM CTUME: BE3ae B OTYETE 4115 3arosioBKOB
OHOro YPOBHSA, OCHOBHOIO TEKCTa M Nognucen AO0MKEH NCNoNb30BaTbCA OOUHAKOBLIN LWPUAT.

7.CTpaHuubl OTYeTa HYMepylTCs, HayuMHas € TUTYynbHOro nucrta. Homepa cTpaHuy
NpOCTaBNATCA B NPaBOM BEPXHEM Yriy A5 BCEro otyetTa KpoMe TUTYNbHOro NincTa.

8. CogepxxaHune oTyeTa OOIHKHO BKIKOYMATb NepeyveHb BCEX rMNaBs, MYHKTOB U MNOAMNYHKTOB, C
yKaszaHueM HoOMepa CTpaHuLbl AN KaX4oro afieMeHTa cogep)KaHus.

9. Ccbinkn Ha nutepatypy W OpyrMe WUCNoSib30BaHHblE WCTOYHUKM OQOPMIIAIOTCA B
OCHOBHOM TEKCTe, @ CaMy UCTOYHUKUN NEPEYNCNSIOTCA B CMUCKE UCMNOSNb30BaHHbIX UCTOYHUKOB.

10. O6bem oTyeTa No NpakTuke AomKeH 6biTb He MeHee 30 cTpaHuu,

18. MaTepmanbHO-TeXHUYECKoe obecnevyeHne NPaKTUKM:

2. BopoHex, yn. YHueepcumemckas nnowads, 0.1, enasHbil y4ebHbIU Kopriyc, ayd. 226

Y4yebHas aygutopus Angd npoBeAeHUs 3aHATUIN NEKUMOHHOMO TUna, CEMMHaPCKOro Tuna, opraHusauum
camocCTosiTeNbHOM paboTbl, UHAMBMAYANBbHbLIX WU FPYMNOBbLIX KOHCYMbTauuW, TEKYLLEero KOHTPONnsa u
NPOMEXYTOYHON  aTTecTauumu: cneumanu3npoBaHHas mebens, koMnbtoTep  (HOYTOYK),
MynbTUMEOMNHOEe  obopyaoBaHMe  (MPOEKTOop, 3KpaH, cpeacTtBa  3BYKOBOCMNPOU3BEOEHUS),
AonycKaeTcsl MCNosib3oBaHMe NepeHoCHOro obopynoBaHus.
OC Windows 8 (10), nHtepHeT-6paysep (Google Chrome, Mozilla Firefox), MO Adobe Reader, naket
CTaHOAPTHbIX OUCHBIX NPUNOXeHun ans paboTbl ¢ AokymeHTamu, Tabnuuamu (MS Office, Mown
Odwmc, Libre Office, Notepad ++ (cBoGogHoe w/unu GecnnatHoe [10), 7-zip (cBobogHoe w/vnn
6ecnnatHoe MO).

2. BopoHex, yn. YHueepcumemckas nnouwads, 8.1, enasHbil y4ebHbIU Kopryc, ayd. 124, 214, 407n

YyebHas ayautopusa Ans NpoBefeHUs NPakTUYeCKUX 3aHATUN, nabopaTopHbiX paboT, opraHusaumm
CaMOCTOATENBHOMN paboTbl, npoBedeHna  TekyLlen n NPOMEXYTOYHON aTTecTaumin:
crneumanuanpoBaHHass mebenb, nepcoHanbHble KOMMbITEPbl ANs WHAMBUAYanbHOW paboTbl C
BO3MOXHOCTbLIO MOAKMIOYEHUst K ceTn «WHTepHeT», MynbTumeauiHoe obopyaoBaHue (NpoekTop,
3KpaH, cpeacTBa 3BYKOBOCMNPOU3BEAEHMS).
OC Windows 8 (10), nitepHeT-6pay3ep (Google Chrome, Mozilla Firefox), NO Adobe Reader, naket
CTaHAapTHbIX OMUCHBIX NPUNOXeHU Ans paboTbl ¢ JokyMeHTamu, Tabnuuamm (MS Office, Mown
Oduc, Libre Office), cneunanunsmposanHoe O no Tematmke AUCLMNANHBI (4ONyCcKaeTca AeMOBEpPCUs
unu supTtyaneHbin ananor 10), Intellij IDEA Community Edition (cBo6ogHoe w/unu 6ecnnatHoe M0);
Jet Brains PyCharm Community Edition (cBo6ogHoe n/vnu 6ecnnatHoe NMO); Anaconda (cBo6ogHoe
nvnn BecnnatHoe 10O); Maxima (csobogHoe w/vnu GecnnatHoe [10); Scilab (cBo6ogHoe wu/mnu
6ecnnatHoe [10); NetBeans IDE (cBobogHoe wu/unu GecnnatHoe [10); Microsoft Visual Studio
Community Edition (cBobogHoe n/vnn 6ecnnatHoe NMO); Notepad ++ (cBo6ogHoe wn/vnn GecnnatHoe
MO); CnpaBoyHo-NpaBoBasa cuctema [apaHT (nMueHsmoHHoe [10); 7-zip (cBobogHoe w/mnu
6ecnnatHoe [10O); Matlab (nuueHsnonHoe [10); Visual Studio Code (cBobogHoe w/unu 6ecnnatHoe
MO); Apache Spark (cBobogHoe n/unu 6ecnnatHoe MO); PostgreSql (cBoboaHoe n/vnn GecnnaTtHoe
MO), Anylogic (ceobogHoe n/vnn 6ecnnatHoe N0), 1C:Mpeanpusatue 8.3 (nuueHsmnoHHoe M0).

2. BopoHex, yn. YHusepcumemckas rnnowads, 0.1, y4ebHbit kopryc 1, ayd.2/25

YyebHasa ayautopus ong npoBeAeHUs NEKUNOHHBIX U NPaKTUYECKMX 3aHATMIA, NnabopaTopHbIX pabor,
opraHusaumm camocTosTeNnbHOM paboTbl, NPOBEeAEeHUS TEeKywen U MNPOMEXYTOYHOW aTTecTauun:
cneunanuavposaHHad Mebenb, nepcoHasnbHble KOMMbKTEPbLI AN vHAMBMAYarbHOMW paboTbl C
BO3MOXHOCTbIO MOAKIMIOYEHNST K ceTn «WHTepHeT», MynbTumeauiHoe obopyaoBaHue (NpOekTop,
9KpaH, cpeacTBa 3BYKOBOCMNPOM3BEAEHMS).
OC Windows 8 (10), nitepHeT-6paysep (Google Chrome, Mozilla Firefox), NO Adobe Reader, naket
CTaHOAPTHbIX OUCHBIX NPUNOXeHnn Ans paboTbl ¢ AoKymeHTamu, Tabnuuamm (MS Office, Mon
Oduc, Libre Office), cneunanunsmposanHoe O no Tematmke AUCLMNANHBI (4ONyCcKaeTca AeMOBEPCUSA
unu supTtyaneHbin ananor 10), Intellij IDEA Community Edition (cBo6ogHoe w/unu 6ecnnatHoe MO);
Jet Brains PyCharm Community Edition (cBo6ogHoe n/vnun 6ecnnatHoe NMO); Anaconda (cBo6ogHoe
n/vnn GecnnatHoe [10); Maxima (cBobogHoe w/vnu 6ecnnatHoe [10O); Scilab (cBo6oaHoe w/vnu
6ecnnaTtHoe [10); NetBeans IDE (cBobogHoe w/unu GecnnatHoe [10); Microsoft Visual Studio
Community Edition (cBo6ogHoe n/vnn 6ecnnatHoe MO); Notepad ++ (cBo6ogHoe n/vnn 6ecnnatHoe
MO); CnpaBo4HO-nNpaBoBas cuctema [apaHT (nuueHanoHHoe [10); 7-zip (cBobogHoe w/mnn
6ecnnatHoe lO); Matlab (nuueHsnoHHoe I10); Visual Studio Code (cBobogHoe w/vnu 6ecnnaTtHoe
MO); Apache Spark (ceoboagHoe n/mnn 6ecnnatHoe MO); PostgreSql (cBobogHoe n/mnun 6ecnnaTtHoe
MO), Anylogic (cBobogHoe n/vnn 6ecnnatHoe MO).




1) YuebHbii cteHg "lMporpammHuble cpeacTtea kpuntorpacun”, SCRYPTO (ctpaHa mnsrotoButenb —

Poccus).
2) TwnoBon komnnekT y4vebHoro obopypoBaHua "CeteBas 6GesonacHocTtb", SECURITY (ctpaHa

narotosutenb — Poccus).
3)YuebHo-npakTnyeckun cteH «Cnuctembl KOHTPONA 1 ynpasneHus goctynom», ®3U-CKY[ (ctpaHa

narotosutens — Poccus).

19. OueHo4HbIe cpeacTBa ANA NpoBeAeHUA TEKYLLEeN N NPOMEXYTOYHOWN aTTecTaumm
oby4aroLwmxcs No npakTmke

HaumeHoBaHune NupnkaTtop(bl
I_'I‘ﬁl pasgena AUCUUMNIINHDbI K?_‘“:I';?;;*' ,qocmmef:&ﬂ) OueHo4HbIe cpencTBa
(mogyns) KOMNeTeHuUn
OpZaHU3aL(UOHHO-
1. rnodzomosumeribHbili OrnK-2.1 OlMK-2.1.2 OT4eT NO NpakTuKe.
aman
OrK-7.4
OlIK-7 Ol1K-7.5
Ol1K-7.13
Ol1K-13.13
Ol1K-13.14
Orik-13 Ol1K-13.15
HayuHo- OlK-13.17
2. uccnedoeameanKuU onkK-2.1 OrnkK-2.1.1 OT1yeT no NpakTuke. 3aLIJ,VITa oT4yeTa no
) OlK-2.1.5 npakTuke.
sman K1 MK-1.3
MK-2.2
MK-2 MK-2.3
MK-2.5
MK-3.1
MK-3 MK-3.3
MK-3.5
OlK-7 OfK-7.11
Ol1K-8.10
Ofl1K-8 Of1K-8.11
Ol1K-8.15
OlK-13.19
Omarn 8bInofiHeHuUs! OMK-13 OlK-13.21
uccrnedosamersibCKUX MK-1 MK-1.3
3. pa6om no nK-2.1 OTyeT no FlpaK'II_'IIgI;eK.TaI?éLWITa oT4yeTa no
uHOusudyarnbHOMY K22 '
nnaHy [1K-2 :
MK-2.3
MK-2.5
MK-3.1
MK-3 MK-3.3
MK-3.5
Or1K-9 Or1K-9.15
Or1K-13.5
4 OgpopmneHue omyéma no OMK-13 Ofl1K-13.6
) umoeaam npakmuku Ol1K-13.12 OTyYeT Mo npakTukKe.
OrK-13.16
OnK-2.1 OnK-2.1.4
MK-2 MK-2.3
MpomexyTouHasa aTTecTaumsi
. WHamBmnayansHoe 3ajaHue
dhopma KOHTPOIIS — 3a4€T C OLLEHKOW

20. TunoBble OLEHOYHbIE cpeaoctBa M MeToaunM4vdeCKkue wmMatTepuanbl, onpegendrolune
npoueaypbl oueHnBaHuns

20.1 TeKywWwMA KOHTPOJSIb yCNeBaeMoCTH
KoHTpornb ycneBaemocTv Mo AUCUUNIIMHE OCYLLEeCTBNAETCS C MOMOLLBIO CeayoLWmX OLEeHOYHbIX
CpencTs:



NHavBuayanbHble 3agaHust

lMepeveHb MHANBMAYANbHbIX 3ag4aHW
[lepeyeHb uHOUBUAyarsibHbIX 3adaHuu
lMpoBecTn aHanM3 MOCTaBfIEHHOW 3a4aun C TOYKM 3peHuss obecneveHns MmakcumanbHO 3GdEKTUBHOM
3aWnTbl MHOPMaUUM B MHAPACTPYKTYpe opraHu3auum (paccMoTpeTb TeopeTudeckue acrnekTbl, Ha
OCHOBaHMM aHanmsa NocTponTb Mogernb 6esonacHocTw).
1. ABTOMaTM3MpOBaHHasa CMCTEMa B 3aALUMULLEHHOM WCMOSIHEHWM OpraHu3aumm (Unuv npeanpusaTus
nobor hopmMbl COGCTBEHHOCTHN).
2. AHanus ysisBMMOCTEN N OpraHu3aumsa 3awmtbl MHOPMaUMK B JIOKArnbHOW CETU opraHmsauumu
(vnun npegnpuaTns nobon opmMbl COGCTBEHHOCTN).
3. AHann3 yasBMMocTen U 3PPEKTUBHOCTM CpeacTtB M cnocoboB 3awmtbl MHGOpPMauun B
aBTOMAaTM3MPOBAHHON CUCTEME OpraHusaumm (unu npegnpuaTus nodon dopmMbl COGCTBEHHOCTH).
4. HCTpyMEHTanbHbI MOHUTOPUHI 3alULLEHHOCTM aBTOMaTU3NPOBAHHOW CUCTEMbI OpraHusauum
(vnn npegnpusaTua ntobon dopMbl COGCTBEHHOCTK).
5. MHdpopmaumoHHaa cuctema nepcoHarnbHbIX OaHHbIX OpraHusaumm (Mnu npeanpuatus nobon
dopMbl COBCTBEHHOCTW).
6. KomnnekcHas 3awimta uHdopMaLumm B fIOKanbHOM CETU opraHM3auun (Mnu npeanpuaTtna nobon
dopmbl COGCTBEHHOCTH).
7. MopgroToBka K atTectauun MHAPOPMALNOHHOM CUCTEMbI NMEPCOHarNbHbIX AAaHHBIX B OpraHu3auumm
(vnn npegnpuaTnn ntobon opmMbl COGCTBEHHOCTN).
8. C6op ¥ aHanmM3 UCXOOHbIX AaHHbIX ANs MPOEKTMPOBAHWUS CUCTEMbI 3aliMTbl MHOpMauum
opraHusauum (unu npegnpuaTus nodon dopmbl COGCTBEHHOCTH).
9. Cuctema KOHTPONSA WM ynpaBneHus OOCTYNOM B OpraHusauum (Mnv Ha npegnpusatum nwobon
dopmbl COGCTBEHHOCTH).
10. Cuctema ynpaBneHuss MHAPOPMALNOHHOM 6e30NacHOCTbI0 aBTOMaTU3NPOBAHHOW CUCTEMBI
opraHusauum (unu npegnpuaTus nodon dopmbl COGCTBEHHOCTH).
TpeboBaHUS K BbINONMHEHNIO 3a0aHUN
lMpoBecTn aHanu3 nOCTaBMEHHON 3ajavM C TOYKM 3peHus obecneyvyeHns HaxoxgeHwus
3(pPEKTUBHOrO peLleHNs ONMpPasiCb Ha CYLLECTBYIOLLYI0 MHAPACTPYKTYpy OopraHuM3auumn (paccMoTpeTb
TeopeTnyecKkmne acnekTbl, HA OCHOBaHMN aHann3a NOCTPOUTb MOAENb PELLEHNS U T.4.).

20.2 NMpomexyToyHas aTrectaums

MpomexyTouHas aTTecTauus No AUCUMNIINHE OCYLLECTBNSETCS C NMOMOLLbIO CreayoLLmX
OLIEHOYHbIX CPE/CTB:

Omyem o npakmuke

TeMbl Tpoekmos

1. Cpeactea obecnedenHnss UHGPOPMaAUMOHHOM  ©6e30MacHOCTM B KOPNOpaTUBHBLIX
MHOPMALUMNOHHBIX CUCTEMAX
AnnapaTHble cpeacTBa obecnedeHnss MHPOPMaLMOHHON 6Ge30NacHOCTK
MHpopMaLMOHHbIE YA3BUMOCTM OO BbEKTOB
MporpammHble cpeactBa obecnedeHnss MHPOPMaLMOHHOM Be3onacHoOCTH
AHTPONOreHHble UHPOPMALNOHHBIE YA3BMMOCTU
TexHoreHHble NHPOPMAaLIMOHHbIE YA3BUMOCTU
OpraHnsaunoHHO-NpaBoBble cpeacTBa obecneveHnsa NHPOpPMaLMOHHON Be30onacHoOCTH
Yrpo3bl MHhopMaLUnoHHOM 6e30MacHOCTU N UX UCTOYHMKN
. OpraHnsaumoHHO-aAMUHUCTPATUBHbBIE CPeACTBa 3aLUTbl UHGOPMaLUK

10 OCHOBHbIE NPUYMHBI YTEYKN MHPOPMALMM N BO3MOXHOCTU NPOTUBOAENCTBUS yTEeYKaM
MHGopMaLunu.

11. Mepbl 3aWmTbl NEePCOHAarNbHbIX AAHHbLIX B MHPOPMALMOHHBLIX CUCTEMAX NepCOHarbHbIX
AaHHbIX.

12. lMoaTBepxaeHne NOANMHHOCTN OOBEKTOB N CyOBHEKTOB MHGOPMALMOHHON CUCTEMBI.

13. KoHTposib uenocTHOCTN HdopMauunmn. Xaw-gyHKUNUK, NPUHLUNLI MCMOSTb30BaHNA XILLI-
dyHKUMN ons obecneyeHnsa LenoCTHOCTM AaHHbIX.

©COoNoOrWN



14. Yrposa HapyweHna koHdpuaeHumanbHocTu. OCOBGEeHHOCTU U npumepbl peanu3auum
yrposbl.

15. Yrposa HapylweHuss uUenocTHOCTU AaHHbIX. OCobeHHOCTM W npumepbl peanusaumm
yrposbl.

16. Yrpo3a oTkasa cnyx6 (yrpo3a oTkasa B pgoctyne). OcobeHHOCTM U npuMepbl
peanusauuu yrpossbl.

17. Yrposa packpblTua napameTpoB cuctembl. OcobeHHOCTM M npumepbl peanu3auun
yrposbl.

18. OCHOBHble TWMblI MONUTUKM Ge3onacHOCTM AoCTyna K AaHHbIM. [UCKpEeUMOHHblE U
MaHAaTHble NONIUTUKMN.

19. TpeboBaHna K cucTemMam KpunTorpaduyeckonm 3almTbl:  KpunTorpaduyeckme
TpeboBaHunda, TpeboBaHua HagexHocTn, TpeboBaHma no 3awmte ot HCL, TpeboBaHus K
cpeacTeBam paspaboTku.

20. ADMVHUCTPATMBHLIN YPOBEHb 3aluUTbl MHOpMauMn. 3afayn pasnUYHbIX YPOBHEN
ynpaBneHus B peleHnn 3agadm obecrneyeHms nHpopmaLmMoHHON 6e30nacHOCTM.

21. MNpouenypHbi ypoBeHb obecneveHns BesonacHocT. ABTOpM3auns nonb3oBaTenen B
MHOPMALNOHHOM CUCTEME.

22. WpeHTnpukauma v ayteHTudumkauus npu Bxode B WHAPOPMALMOHHYIO CUCTEMY.
Mcnonb3oBaHue naporbHbIX cxeM. HegocTaTku NaposibHbIX CXEM.

23. NpeHTnpukauma un ayrteHTUdukauma nonb3oBaTtenen. [lpmMeHeHne nporpamMmmMHo-
annapaTHbIX CpeACTB ayTeHTUdMKaumMn (CMapT-KapTbl, TOKEHBDI).

24. bunomeTpunyeckune cpeacTea ngeHTUUKaUMM U ayTeHTudukaumm nonob3oBaTenen.

25. AyTeHTuUduKaLms CyObekToB B pacnpeerieHHbIX cuctemax, npobrnemsl 1 peLueHus.

26. Ayaut B UHOPMALMOHHbIX cuctemax. PyHKUMM U Ha3HaveHue ayauTa, ero posib B
obecnevyeHnn nHpopmaLMoHHON 6e30nacHOCTH.

27. Bupycbl u metoabl 60pb0bbl C HUMWU. AHTUBMPYCHbIE NPOrpamMMbl U NakeThbl.

28. lMporpammMmHo-annapaTtHble 3aWwuTbl  MHAOPMALUUOHHBIX pecypcoB B WHTepHerT.
MexceTeBble aKpaHbl, X YHKLNN U HA3HAYeHUS.

29. Kputepun oueHkn 6e30MacHOCTU KOMMbIOTEPHbLIX cuctem. CTpykTypa TpeboBaHuM
6e3onacHocTu. Knacchbl 3aWmileHHOCTH.

30. EguHble kpuTepun 6e30nacHOCTU MHAOPMAUMOHHBLIX TexHonornn. MNoHaTne npodunsa
3awmTbl. CTpyKTypa Npodoumns 3alnTbl.

31. EguHble kpuTepum ©6e30macHOCTM MHM(OPMALMOHHBIX TexHonornn. MpoekT 3awwuThbl.
TpeboBaHust 6e3onacHoOCTU ((PyHKLMOHaNbHbIE TpeboBaHus 1 TpeboBaHUA afeKkBaTHOCTN).

32. MNoHATMe anekTpoHHOM uudpoBon noanucu. lNpouenypbl POPMUPOBAHUS LINGPPOBOM
nognucu.

33. Metogbl HecMMMETpPUYHOro  WndgpoBaHusa. KMcnonb3oBaHne  HECUMMETPUYHOIO
wnpoBaHuna ons obecneyeHns LenoCcTHOCTU SaHHbIX.

34. CpegctBa obecneyeHus umHgopmaumoHHonm 6esonacHocth B OC  Windows.
PaarpaHnyeHune goctyna K gaHHbIM. [[pynnoBasi nonuTuka.

35. MNpumeHenne dannoson cuctembl NTFS pgns  obecneveHns MHGOOPMALMOHHOM
6esonacHoctv B Windows. Cnuckum KoHTponsa poctyna K pAgaHHeim (ACL) ux ponb B
pasrpaHMyeHumn 4oCTyna K AaHHbIM.

36. NMpumeHeHne cpeactB  Windows ana  npegoTBpawieHus  yrpo3  packpbiTus
KOH(bMAaeHUManeHOCTM AaHHbIX. LLndpoBaHmne aaHHbIX. PyHKUMN 1 Ha3HayvyeHue EFS.

37. PasrpaHudeHune goctyna k gaHHeim B OC cemenctea UNIX.

38. OcHoBHble 3Tanbl pa3paboTku 3alUMLLEHHON CUCTEMbI: OnpegerneHne MNoINTUKK
©e3onacHocTn, npoektnposaHne mogenu WNC, paspabotka koga WC, obecneyeHne rapaHTum
COOTBETCTBUA peanunsaunm 3agaHHoM NonmTuke 6e30nacHOCTMU.

39. MpuymHbl  HapyweHus  6e3onacHOCTM  WMHopMauunm npu  ee  obpaboTke
Kpuntorpaduyeckumm cpeacteamu.

40. MNMoHATMEe aTakm Ha cuctemy WHpopmMaumoHHon ©GesonacHoctn. OcobeHHoCcTH
NOKanbHbIX aTak.



41. PacnpegeneHHble MHOPMaLNOHHbIE CUCTEMDbI. YpaneHHble ataku Ha
MHGOPMAaLMNOHHYIO CUCTEMY.

42. KaHanbl nepefayn [aHHbIX. YTedka WHopMauuun. ATakm Ha KaHanbl nepegaydv
AaHHbIX.

43. OnekTpoHHas noyTta. MNMpobnembl obecnedeHnst 6e30MNacHOCTUN NOYTOBbLIX CEPBUCOB U MX
peLueHuns.

44. BupTyanbHble YacTHble CeTU, UX PYHKLMU N Ha3HaAYeHMe.

45. CeTeBble BOWHbI: Lenu, 3afayun, cueHapum M cpeacTtBa WMX MpoBedeHUs, OLeHKa
NMepcnekTMB pasBuUTUS U NPOTUBOAEUCTBUS B KOHTEKCTE obecneyeHns MHGPOPMaLUMOHHOM
BGesonacHoCTu rocygapcTsa.

46. CoumnanbHble CeTU Kak UHCTPYMEHT OpraHn3aumm NpoTeCTOB U « PEBOSIIOLMINY»: CNOCO6bI
N cpeactsa BO3MYLLEHUS COUMyMa, CUEHapun ocrnabneHuss U CBEpPXeHWA BnacTtu, Mepbl
NPOTMBOAENCTBMSA B KOHTEKCTE obecnedyeHns niopmMaumoHHon 6e3onacHoOCTM rocygapcTea.

47. CTaTUCTUYECKNA aHanNn3 BCEBO3MOXHbIX KTACCOB M TUMOB aTak Ha MHOPMaLUMOHHbIE
WHO-CUCTEMBI:  LUenuM, YactoTa aTtak W  BenuumHa yuwepboB OT UMX peanusaumu,
COOTBeTCTBYOLLAdA
OLEeHKa pUCKOB B [OMHaMUKe pa3BuUTUS cdepbl MHPOpMaUMoHHOM 6e30MacHOCTW, BbIBOAbI
OTHOCMUTESTbHO OMNACHOCTU U BO3MOXXHOCTEN NPOTUBOAENCTBUIS.

48. AHanu3 u nogrotoBka o630pa Hay4YHO-TEXHUYECKMX MaTepuarioB Mo reteporeHHbIM
CceTsaM B KOHTEKCTe obecnedeHuns nx 6e3onacHocTu.

49. Pa3Butne Hay4yHO-mMeTogmyeckoro obecrneyeHus Teopun BETBSLLMXCS MPOLIECCOB Ha
aHanua pacnpoctpaHeHus BpeAOHOCHOro NporpaMMHoOro obecneyeHuns B CETEBbIX CTPYKTypax.

50. Pa3Butne Hay4yHO-MeTogM4eckoro obecneyeHms Teopuun criydarHblx rpadpoB Ha aHanus
XMBYYECTU CETEBBIX CTPYKTYP.

51. OnacHoctb DDOS-atak n puck-mogenupoBaHue MxX pPasHOBUOHOCTEN B KOHTEKCTe
NPOTUBOOENCTBUS.

OueHKa no npakTuke BbICTaBNAETCS PyKOBOAUTENEM MPaKTUKM OT Kadegpbl HA OCHOBE
cogepxaHusa oTyeTa CTyAeHTa, OT3blBa PYKOBOAWUTENS OT NPEeanpusitusl, BbICTYMNNEHUS C
npeseHTaumen n OTBETOB Ha BOMPOCHI MO UTOram npakTUKu.

OTyeT NO nNpaKkTUKe [JOMMKEH OblTb W3MOXEH TEXHUYECKM T[PaMOTHbIM $3bIKOM C
NnPUMEHEHNeM peKoMeHOOBaHHbIX TepMMHOB W abbpesuatyp 6e3 opdorpaduyecknx wn
rpaMmmaTmyeckmx owwunbok. lMpu 3awmte oTyeTa NO NPaKTUKE OLEHMBAETCA COOTBETCTBUE
MHopMauuK, NpeacTaBneHHONn B OoTvyeTe, AaHHbIM U3 MHEOPMALMOHHBLIX PecypcoB obuiero
poctyna cet IHTepHeT, maTepmanos Nekumn, y4ebHON 1 TEXHUYECKON NUTEpaTypbl.

KoHeuHbIMM pe3ynbTaTaMmmn ocBoeHus nporpammbl HUP aensiotca chopmupoBaHHbIe
KOrHUTMBHbIE [OECKPUNTOPbl «3HaTb», «YMETb», «BMnadeTb», PacnMUCaHHble MO OTAENbHbIM
komneTeHumam. OHM npeactaeneHol B Tabnuue 10. dopmmpoBaHMe ITUX AECKPUMNTOPOB
npoucxoout B Te4yeHMe Bcero nepumoga BbiNnonHeHuss HWP, B pamkax BbINOMHEHUS
CaMOCTOATENbHON paboTbl  BbIMNOSIHEHMM pPa3fiMYHbLIX BMAOB paboT nog pykoBOACTBOM
pykosoautens HUP.

[na oueHkn geckpunTopoB komneTeHuun ncnonbdyetca 100 BannbHasa wkana oueHoK.
[nsa onpegeneHna @akTUYeCKMX OLIEHOK KaXJoro nokasaTensa BbICTaBNSAKTCA chnegyrolime
oann.l.

na gpeckpMnTopoB Kateropmun «3HaTby:

— TpeboBaHMsM KpuTepusi (OTBET MOSMHbIA U MPaBUSIbHbIA Ha OCHOBAHWW WU3YyYEeHHbIX
Teopun; mMatepuan M3oXeH B OnpeaerieHHOM JIOrm4yeckon nocrnegoBaTenibHOCTU, HayYHbIM
A3bIKOM; OTBET camocToaTenbHbln — 85-100% OT makcumanbHoro konudectso 6annos (100
6annoB). COOTBETCTBYET OLIEHKE - «OTIIUYHOY;

— pesynbTaT, cogepXawuin HENOSHbIA MpaBuIibHbIA OTBET WNU OTBET, CoAep’Kalumin
He3HaunTerNbHblIE HETOYHOCTU (OTBET [OCTAaTOMHO MOSHbIA WU MNpaBUMbHBIA Ha OCHOBaHWUU
N3yYeHHbIX MaTepuarnos; mMarepuan N3MNOXeEH B onpeneneHHom Nnorn4yeckomn



nocrnegoBaTenbHOCTU, NpY 3TOM AOMyLEeHbl ABE-TPU HECYLEeCTBEHHble owunbkun), 75-84% ot
MaKCMMarsnbHOro KonnyecTtsa 6annos; COOTBETCTBYET OLIEHKE - «XOPOLLOY;

— pesynbTaT, coAepKalni HEenosHbIA NPaBWUSbHbLIN OTBET WUAW OTBET, COoAepXalluin
3HaYUTENbHbIE HETOYHOCTM (NpU OTBETE AonylleHa CylecTBeHHasa owubka, nnm B OTBETE
cogepxutca 30 - 60% HeobOXoouMMbIX CBeLEHUA, OTBET HeCBA3HbIN) — 60-74 % oT
MaKCMManbHOro KonuyecTea 6annos; COOTBETCTBYET OLIEHKE - «YAOBMETBOPUTENBHOY;

— pesynbTaT, coaepXallumi HEMNOSHbLIN NPaBuUibHbIN OTBET (CTENEHb NOMHOTLI OTBETA —
meHee 30%), HenpaBunbHbIM OTBET (OTBET HE MO CYyLLEeCTBY 3aJaHuda) unm oTcyTCTBME OTBETA,
T.e. OTBET, HEe COOTBETCTBYKOLIMA MNOMHOCTbIO TpeboBaHuam kputepma, — 0 % ot
MakcumarnbHOro konuyectsa 6annos. COOTBETCTBYET OLIEHKE - «HEYAOBETBOPUTESTbHOY.

Ona peckpmnTopoB KaTeropun «Ymetb» un «Bnagertb»:

— BbINOJSIHEHbI BCE TPEOOBAHUSA K BbINOSIHEHMIO, HANMMCaHUIO N 3alWmuTe OT4YeTa. YMeEHue
(HaBbIk) ccopmmpoBaHo nonHocTblo — 85-100% OT MakcMmanbHOro konuyectsa ©annos.
CooTBETCTBYET OLIEHKE - «OTIINYHOY;

— BbIMOMHEHbI OCHOBHblE TPEOOBaHUA K BbINOSIHEHMIO, OOPMIIEHNIO U 3aLUMTe OT4eTa.
NmetoTca oTaenbHble 3amedaHnsa u HegocTaTku. YMeHue (HaBblk) ChOpMUMPOBAHO AOCTATOYHO
NosiHO — 75-84% oT MakcumanbHoOro konuyectasa 6annoB. COOTBETCTBYET OLEHKE - KXOPOLLIOY;

— BbINONHEHbI 6a3oBble TpeboBaHMA K BbIMNOMHEHMIO, OPOPMIIEHMIO N 3alMTe OT4yeTa.

MmetoTca OOCTaTOYHO CyLLEeCTBEHHbIE 3aMeyvaHusl U HeJocTaTku, Tpebyume 3HauYnTEeNbHbIX
3aTtpar BpPEMEHW Ha ucnpaeBneHne. YmeHune (HaBblk) CHOPMUPOBAHO HA MUHMMAnbHO
AonycTnmMoMm yposHe — 60-74% OT MmakcumarbHoro konmyectsa 6annoB. COOTBETCTBYET OLeHKe
- «y4OBNETBOPUTENBHOY;
TpeboBaHNA K HanucaHuio W 3awmTte otyeta. MMerTcs MHOroYMCreHHble CyLEeCTBEHHbIE
3aMevYaHus M HeJocTaTkuM, KOTopble He MoryT ObiTb mucnpaeneHbl. YMeHue (HaBblK) He
cchopmupoBaHo — 0 % OT MakcumarnbHoro konudectsa 6annoB. CooTBeTCTBYET OLUEHKe -
«HEeyaoBNeTBOPUTENBHOY.

[na aTtTectauumn CTyOeHT NpeabsiBnsieT OHEBHWMK NPakTUKW, 3adaHuMe PyKOBOAMTENS Ha
NPOXOXOEHME NPaKTUKM M 0dOopMNsSeT pesynbTaTbl MNPaKTUKM B BMAE OT4YeTa U FOTOBUT
BbICTYMSIEHNE C Npe3eHTaumen no pesynbtaTtam NpPakTuKu.

[ns oueHnBaHus pe3ynbTaToB 00y4YeHMs Ha 3a4eTe C OLEHKOM ncnonbdyetcs 4-6annbHas
Wwana: «OTINYHO», KXOPOLUOY, «Y40OBNETBOPUTENBHOY», KHEYAOBNETBOPUTENBHOY.
CooTHoLEeHME nokasaTenemn, KpUTEPUEB W LUKanbl OLEHMBAHUSA pe3ynbTaToB 0byyYeHus.

YpoBeHb
Kputepum oLeHnBaHUsA KOMNeTEHLMN CchOpMMPOBAHHOCTK LLikana oueHok
KOMNeTeHUnmn
3HaTb: pesynbTaT, COAEepPXalUWi MOMHbIA MNPaBUNbHbIA OTBET, MOJIHOCTbIO | [ToebiweHHbIl ypo8eHb Omnuy4Ho

cooTBeTCTBYeT TpeboBaHWAM KpuTepusa (OTBET MOMHbLIA WM MPaBUMbHBIN HA
OCHOBaHUN W3YYEHHbIX TEOopwuW; MaTepuan W3NoXeH B ONpeaeneHHown
rniorn4yeckon nocrnenoBaTenbHOCTH, Hay4HbIM S13bIKOM; oTBeT
CaMOCTOSATENbHbIN.

«YMeTb» u «BrnageTb»: BbINOMHEHbI Bce TpeboBaHWMSA K BbINOMHEHUIO,
HaMMCaHWIo M 3alnTe OTYeTa.

3HaTb: pes3ynbTaT, COAEpPXallMiA HEMOSHbIA MPaBUMbHLIA OTBET WM OTBET, ba3zosblil yposeHb Xopowo
codepXallnii He3HauuTeNbHble HETOYHOCTU (OTBET AOCTATOYHO MOJSHbIA U
NPaBUNbHbLIN HA OCHOBAHWW M3YYEHHbIX MaTepuarioB; Matepuan WU3MOXeH B
onpeneneHHon NorMyeckor nocrnenoBaTenbHOCTH, NPY 3TOM AOMNYLLEHbI ABe-
TPWU HECYLLECTBEHHBIE OLLUMOKM).

«YMeTb» 1 «Bnagetb»: BbINOMHEHbI OCHOBHbIE TPEOOBaHWSA K BbIMNONTHEHUIO,
ohopMNEeHN0O U 3awmTe oTyeTa. MmelTca oTaenbHble 3aMedaHus u
HegocTaTkn. YMeHue (HaBblK) COOPMMPOBAHO JOCTATOYHO MOJTHO

3HaTb: pes3ynbTaT, COAEPXalUMi HEMOSHbIA MPaBUNbHbLIA OTBET WK OTBET, lNopoeoskblli yposeHs Ydoenemeopum
codepxawmi  3HauUTemnbHble  HETOYHOCTM  (MpuM  OTBeTe  JonylieHa €r1bHO
cywiecTBeHHasi owmnbka, nnm B oteete cogepxutcs 30 - 60% HeobxoammbIX
cBefeHW, OTBET HECBA3HbIN)

«YMeTb» M «BrnageTtb»: BbiNoNHeHbl 6a3oBble TpeboBaHUSI K BbIMNONHEHUIO,
ochopMmneHnio M 3awmte oT4yeTa. VMewTcs [OCTAaTOMHO CyLLECTBEHHbIE
3aMeyaHus M HepocTaTkv, Tpebylolme 3HavMTenbHbIX 3aTpaT BPEMEHW Ha
ucnpasneHuve.

3HaTb: pesynbTaT, cogepXawmi HEeMnornHbi NpaBWMbHbIA OTBET (CTeneHb - Heydosnemesop




nomnHoTel otBeTa — MeHee 30%), HenpaBurbHbLIAN OTBET (OTBET HE MO CyLEeCcTBY umersibHO
3afjaHus) Wnu  OTCyTCTBME OTBeTa, T.e. OTBET, He COOTBETCTBYIOLLMNA
NONHOCTbIO0 TpeboBaHWAM KpUTEPUSI.

«YmeTb» 1 «BnageTb»: TpeboBaHWA kK HanMcaHUIo 1 3awuTe oTyeTa. Mimetotcs
MHOFOYMCIEHHbIE CYLLECTBEHHblE 3amMeyaHnss U HefocTaTku, KoTopble He
MOryT BbITb MCMPaBMEHbI.

20.3 ®oH OLIEHOYHBIX CPeICTB C(POPMUPOBAHHOCTH KOMIETEHIINA CTY/IEHTOB, pEKOMEeH/yeMblii 115
NPOBeCHNUSI JUATHOCTHIECKUX PadboT

OrIK-7. CnocobeH cos0agamb rpospaMmbl Ha £3blKax 6bICOKO20 U HU3KO20 YPOBHS, MPUMEHSMb
MemoObl U UHCMpyMeHmarsbHble cpedcmea rnpoepaMmupo8aHusi Onsi peweHuUs1 npogheccuoHarbHbIX
3aday, ocyuwiecmensimbe 060CHOBaHHbIU 8bIGOP UHCMPyMeHMapus npozpammuposaHusi u crocobos
opa2aHu3ayuu rnpozpamMmm

OlK-7.4 ymeeT paboTaTb C MHTErPUPOBaHHOW cpeaon pa3paboTkm nporpammMHOro obecnevyeHns

Or1K-7.5 ymeeT paspabatbiBaTth U peann3oBbiBaTb Ha S13blKe BbICOKOTO YPOBHS anirOpUTMbl PeLLUEHNS
TMNOBbIX NPOeCccnoHarnbeHbIX 3aaay

OlK-7.11 Bnageet HaBblkamu pa3paboOTKM anropuTMOB peLIeHMst TUMOBbIX NPOdecCUoHanbHbIX
3agaud

Orl1K-7.13 YMeeT NpMMeHATb MeTOAbl OOHOMEPHOM ONTUMM3aLUMN NPU PELLEHUM NPUKNAAHbLIX 3a4aq.
OrIK-8. CriocobeH nipumeHsimb MemoObl Hay4qHbIX uccriefoeaHull rnpu rpoeedeHuu paspabomok e
obnacmu obecriedeHuss 6e3ornacHOCMU KOMMbOMEPHbIX cucmem u cemeu

Or1K-8.10 ymeeT paspabatbiBaTtb Mogenu 6e30nacHOCTM KOMMbIOTEPHbLIX CUCTEM C UCMOSb30BaHNEM
Heob6xoaMMOro MaTemaTM4YeCcKoro annaparta u cpeacTs KOMMbIOTEPHOrO MOAENMPOBaHUS

Or1K-8.11 BnageeT cnocobamn MmoaenupoBaHnsa 6e30nacHOCTN KOMMbIOTEPHbLIX CUCTEM, B TOM YuUCHe
MOZENMPOBaHMSA yNpaBneHns OCTYNOM U MHPOPMAaLMOHHBIMWU MOTOKaMn B KOMMbIOTEPHBIX CUCTEMAX

OrllK-8.15 ymeeT nNpUMEHATb MeETOAbl SKCMEPMMEHTANbHOIO WCCNegOoBaHUS TMpU  PeLueHumn
npodeccmnoHanbHbIX 3agaq
OrlIK-9. CrniocobeH pewampb 3adayu npogheccuoHanbHol desamenbHOCMU C Yy4emoM meKyu,e2o
coCmosiHUSI U meHOeHyul pa3sumusi Memo0o8 3awumbl UHGOPpMayuu 8 ornepayuoHHbIX cucmemax,
KOMMbIOMEPHbIX Cemsx U cucmemax yrnpaesnieHus 6aszamu daHHbIX, @ makxe mMemodos u cpedcme
3awumsl  UHbopMayuu om ymeuyku [0 MmMexXHUYeCKUM KaHanam, cemel u cucmem nepedayu
UHghopmayuu

OlK-9.15 ymeeT aHanuanpoBaTb M OLEHUBaTb Yrpo3bl NHPOPMaLMOHHOW 6e30nacHOCTN 06beKTa;
OrlIK-13. CrnocobeH paspabambigamb KOMMIOHEHMbI Mpo2pamMMHbIX U [po2paMMHO-arnapamHbiX
cpedcme 3awumsl UHGhopMayuu 8 KOMIbMEPHbLIX cucmemMax u nposodums aHanu3 ux besonacHocmu

Ol1K-13.5 ymeeT paboTaTb C MHTErPMPOBaHHLIMK CpegamMu pa3paboTku NporpaMmMHOro obecneyeHns;

Or1K-13.6 BnageeT HaBblkamMu pa3paboTku, OTNagku, JOKYMEHTUPOBAHNUSA U TECTUPOBAHUS NPOrpamMm;

OrlK-13.12 ymeeT dhopmMann3oBaTh NOCTABNEHHYHO 3a4aqy;

Or1K-13.13 ymeeT paspabaTbiBaTh 90 HEKTUBHBIE anrOPUTMbI 1 MPOrpaMMbl;

OlK-13.14 ymeeT NpoBOAUTb OLIEHKY BbIYUCIIUTENBHOW CNOXHOCTU anroputma;

Orl1K-13.15 ymeeT nnaHupoBaTtb pa3paboTKy CROXHOro NporpaMmmHoro obecneveHus;

Or1K-13.16 BrnageeT MeTogamMm OLIEHKM KadecTBa rOTOBOro NporpaMMHOro obecneyenus;

OrK-13.17 BnageeT HaBblkamMun pa3paboTKkn anropuTMOB 4118 PELLUEHUSA TUNOBbIX NPOECCUOHANbHbIX
3apav;

OlK-13.19 VYmeeT npuMeHATb MeToObl aHanu3a [MpOeKTHbIX peleHnn ana obecnevyeHus
3aLUNLLIEHHOCTN KOMMbIOTEPHbIX CUCTEM.

OlK-13.21 YmMeTb nNpuUMEHsITb COBpPeMeHHble cpeacTBa obecneyeHns MHPOPMaLNOHHOM
6e3onacHOCTW NporpamMmm 1 JaHHbIX
OrlK-2.1. CnocobeH paspabambieampb an2opummbl, peanusyoujue Co8peMeHHble MamemMamu4yecKue
MemoObl 3auWumbl UHGhopmayuu

OlK-2.1.1 CnocobeH npumeHATb 3dPEKTUBHbIE MNPUHUMNLI pa3paboTkM CpeacTB  3aluThl
NMHOpMaLmMmM C UCMONb30BaHNEM aKTyarnbHbIX MaTeEMaTUYECKMX METOO0B

OlK-2.1.2 3HaeT TpeboBaHNs OCHOBHbIX CTaHAAPTOB MO 3aLUUTE KOMMbIOTEPHbBIX CUCTEM U CEeTEN

OlK-2.1.4 CnocobeH knaccudumumpoBaTb UMHPOPMALNOHHBIE CUCTEMbI MO TpeboBaHWSAM 3alUThI
MHdopmaLmn

OlK-2.1.5 CnocobeH paspabaTbiBaTb NpOrpamMMHble anropuTMbl C MPUMEHEHMEM MaTeMaTUYECKNX
mMogernen Ans oueHKM 6e30MacHOCTN KOMMNBbIOTEPHbBIX CUCTEM



l1K-1 CnocobeH npoeodumb aHanu3z mpebosaHull U 6bInonHImMb pabomel M0 MPOEKMUPOBAHUIO
rpoepamMmMHo20 obecrneqyeHuss ¢ NpUMEHeHUeM MamemMamu4yecKux Memooo8 3awjumsl

MK-1.3 MpumeHseT TexHonormm obpaboTkn OaHHbBIX, aHanM3nMpyeT BO3MOXHOCTM MX MCMNOMb30BaHUA
npu paspaboTke nporpaMMHOro obecnevyeHns B NpoeccnoHanbHon AeaTenbHOCTH
l1K-2 CrnocobeH nposodume uccriedogaHusi Ha 8cex amarax XU3HEeHHO20 UuKna cpedcme 3auumsl
UHgopmauuu 8 npogheccuoHarbHol dessimesibHocmu

MK-2.1 TllpumeHsieT addeKkTMBHbIE METOAbl WM CpeacTtBa MNMaHMPOBAHUS U OpraHu3auuu
nccnegoBaHui 1 paspaboTok

MK-2.2 Ncnonb3yeT MeToAbl NpOBEAEHNS SKCMEPUMEHTOB U HabntoaeHun, 0606LweHns n obpaboTku
MHdOpMaLMK, NOSTYYEHHOW B X04€e UccrnegoBaHni

MK-2.3 Wcnonb3yeT TUNOBOE M CheuManu3npoBaHHOE nporpaMmMmHoe obecneveHne, npoBoOAUT
KOMMNbIOTEPHOE UccnenoBaHue, bopMmpyeT onnucaHne pesynbTaToB U hOpMynupyeT BbiBOAbI

MK-2.5 MpoBoauT TeopeTuveckme n 3KCnepuMMeHTasnbHble UCCNEAOBaHUA YPOBHEN 3aLUMULLEHHOCTU
NMHOPMaLMM B KOMMbIOTEPHbIX CUCTEMAX U CeTAX
lK-3 CnocobeH ocywecmename paspabomky, aHanu3z U 060CHO8bIBamMb 3hHEKMUBHOCMb
MPUMEHSIEMbIX MameMamu4eckux mMemo0o8 3auwumbl UHOpMayuu, B03HUKarWuUX npu pabome
npogpamMMHbIX U [pogpaMMHO-arnnapamHbix cpedcme 3awjumbl  UHgopMayuu npu  peweHuu
rpogheccuoHarbHbIX, uccredosameribCKUX U NMpUKadHbix 3aday

MK-3.1 ®opmupyeT U MpPUMEHSAET aHanMTUYecKyto Moaenb 3EKTUBHOCTU BHeOpPEHUS CpeacTs
3aLWnTbl MHpOpMaLMK Pa3fNYHbIX KIaccoB

MK-3.3 AHanuanpyet aPdeKTUBHOCTE (YHKUMOHMPOBAHNA NPOrpamMMHbIX CPEeAcTB  3aluThbl
MHdopMaLnn

MK-3.5 BbinonHseT aHanu3 3alMeHHOCTU MNporpamMMHbIX WU NpOrpaMMHO-annapaTHbIX CpeacTs
3anTbl MHG OpMaLMn

Bonpocbl ¢ BapuaHTamm OTBETOB
1. OndpdbepeHumanbHbIi KpUNToaHannM3 oTHOCUMTCS K aTakam:
a) Ha ocHose wudpTekcTa
b) Ha ocHoBe OTKPLITbIX TEKCTOB
c¢) Ha ocHoBe nogo6paHHOro OTKPLITOro TeKCTa
d) Ha ocHoBe aganTUBHO NOAOOPAHHOIO OTKPbLITOrO TEKCTA
2. Cnocob 3awmTbl nHopMaL MK, NPy KOTOPOM KOHKYPEHT BBOAUTCS B 3abnyXaeHne OTHOCUTENbHO
AEATENbHOCTN N HaMEPEHUI:
1. KogupoBaHue
2. kpuntorpadus
3. ynpasneHvue
4. MacKMpoOBKa*
3. [llepeuuncnute BUAbI 3NEKTPOHHOM NOANUCH:
a) npocTas, CnoxHasi, KOMbMHMpPOBaHHas;
©) npocTas, kKBannuLnpoBaHHas, CroXHasi;
8) npocmasi, keanughuyupoeaHHasi, HekeasuguyupoeaHHasl.
4. NpeHTudukaums aTo:
a) npouecc npeabsaBreHns nonb3oBaTenem naeHTMuKaTopa;
©) npouecc noaTBEPXKOEHNSA NOASIMHHOCTY;
8) cpaeHeHue npeodbsiesisieMbix UOeHMuUguUKamopoe C IMepeyHeM [pPUCBOEHHbIX
udeHmughukamopos.
5. Kakylo ponb urpatoT LEHTpbI cepTUdUKaLmm Knoven:
a) OHW WUrpalT poSib [OBEPEHHOW TpeTbel CTOPOHbl ANA [oKasbiBaHUA dakTa nepegayu
nHdopmaumu;
6) OHu cnyxam Onss pes2ucmpayuu aboHeHmMoOe, uU320MOBJIEHUsI cepmugukamos
OMKPbIMbIX K/IIOYel, XpaHeHuUsi U320MOeJIeHHbIX cepmugukamos, noddepkaHusi
68 akmyaslbHOM COCMOSIHUU CrpasoYyHuUKa delicmeyrouwux cepmugukamoe U eblrnycKa
crnucka ocpoYHO OMO38aHHbIX cepmugbukamos;
6. Mogensamu TMna «4epHbIN ALLUK» ABNSAOTCA
a. Mogenu mbilwnexnus
b. Mogenu, onucbiBaloLwme 3aBUCUMOCTb MapamMeTpoB COCTOSHUS OObekTa OT BXOAHbIX
napameTpoB



c. Mopgenu, onucbiBaowme BxOAHble U BbIXOAHbLIE MapameTpbl O6bekTa 6e3 y4eTta
BHYTPEHHen CTPYKTYpbl OObLeKTa
d. Mogenu «aBapurHOro» flLiMKa Ha camoneTax
7. Mogenamu tTuna «oenbin AWMK» ABNATCA
a. Mogenv mbiwnexHns
b. Mogenu, onucbiBalowWwme 3aBUCMMOCTb NapaMeTpPoOB COCTOAAHUSA OOBbEeKTa OT BXOAHbIX
napameTposB
c. Mogenu, onuceiBalolwme BXOOHbIE U BbIXOAHbIE NapaMeTpbl 06bekTa C y4eTOM BHYTPEHHEN
CTPYKTYpbl 06bekTa
d. Mogenu, onuceiBaroLne BbIXOAHbIE AaHHbIE B NpOrpaMmme
8. YcTaHoBuTe cooTBeTCTBME
1. MonHbI B3rIOM
2. nmobanbHasa geaykumns
3. HactnyHas genykums
4. 'HdopMaLmnoHHas aenyKkums
1. KpUNTOAHaANUTUK paspabaTtbiBaeT (OYHKUMOHAsbHbIA 3KBMBANEHT MCCNesyeMoro anroputma,
No3BONALLNIA 3alMdpPOBbIBaThL U paclumdpoBbiBaTb MHGOpMaUuio 6e3 3HaHuS Kiko4a.
2. KpUNTOaHANUTUKY YAaeTcs pacndpoBaTb UM 3aMdpoBaTb HEKOTOPbIE COOBLLEHUS.
3. KpMNTOaHaNUTKK NU3BIEKaeT CEKPETHBIN KoY.
4. KpUNTOaHANUTUK NONy4YaeT HEKOTOPYO MHApopMaLMo 06 OTKPbITOM TEKCTE UMK KITHoYe.
OTBeT: 1-3, 2-1, 3-2, 4-4
9 Kakue 13 nepeymcrieHHbIX kKnbepyrpos SABMASOTCA KYeBbIMM Ha Gnvkanwee 6yaywee? Boibepute
BCE NpaBusbHble OTBETbI.
— YctpowucTtra loT Kak nnowagka ans peanusauum atak
— Cnam
— Tporpammbli-BbiMoOraTenu
— Criminal-as-a-service (nepexoa kn6epnpecTynHMKOB Ha CePBUCHYIO MOoAenb)
— [porpamMmbl-LINNOHGI
— «[lMpuspakn wuHTepHeTa npowrsnoro» (yrpo3bl OT YyCTapeBWero MporpaMmmMmHOro u
nporpamMmMHo-annapaTHoro obecne4yeHus, KOTOpoe HaxoaUTCS B UHTEPHETE)
— [porpammbl-manHepsb!
—  CKUMMWHI
10. YTo Takoe HeCaHKLMOHNPOBAHHbIV JOCTyn (Hca)?
1) JocTyn cy6beKkTa K 00beKTy B HapyLLeHUe YCTaHOBIIEHHbIX B CUCTeMe NnpaBui
pasrpaHuyeHus gocTtyna
2) CospgaHne pe3epBHbIX KOMWK B OpraHu3aumnm
3) MpaBnna v nonoxeHwus, BbipaboTaHHbIE B OpraHn3aumm ansg o6xoaa naponbHOM 3almThbl
4) Bxop B cuctemy 6e3 cornacoBaHus C pykoBoAMTENEM OpraHusauum
5) YoaneHue He Hy)XHOW nHopmaumm
11. B yem 3akno4aeTcsa OCHOBHAs NMpuMynHa notepb MHGopMauum, ceazanHom ¢ MK?
1) ¢ rno6asnbHbIM X1LeHneM NHopmauum
2) c NosiBNEHNEM NHTepHeTa
3) ¢ HepocTaTOYHOM 06pPa30OBaHHOCTLIO B 061acTn 6e3onacHoOCTU
12. lNMpoTokonuMpoBaHue 1 ayaut MoryT UCNoNb30BaTbLCA ANS:
(1) npepynpexaeHuns HapyweHnn b
(2) obHapyxeHnA HapyLeHUn
(3) BOCCcTaHOBNEHUA pexnma Ub
13. AyTeHTuurkaunsa Ha ocCHOBe Maposns, nepegaHHOro No ceTn B OTKPbITOM BUAe, Nroxa, NoToMy YTO
He obecne4ymBaeT 3aLluUTbl OT:
(1) nepexBaTa
(2) BOCNpOU3BeaeHus
(3) aTak Ha KOCTYNHOCTb
14. BupTyarnbHasa peanbHOCTb NoApasyMeBaer ...
A. co3pgaHHbIN TeXHUYECKUMU cpeacTBaMM MUp, MNepeaaBaeMbli 4YernoBeKy 4Yepe3 ero
oLlyLIEHUR: 3peHune, CryX, OCAA3aHue U np.
B. BYpTyanbHble 06BbEKTLI, UHTErPUPOBaHHbIE B BOCMPUATME NONb30BaTeNs, Kak YacTb peanbHon
OKpY>KatoLLen KapTUHbI MUpa B peXUME pearibHOro BpeMEHM.
C. ob6begmHeHne pearibHOro 1 BUpTyanbHOr0 MMPOB 41151 CO30aHUSA HOBbIX OKPY>XEHUN U



BMU3yanuaauumn, rae pusnyeckmi n undpoBor o6bLEKTbI COCYLLIECTBYIOT M B3aUMOAENCTBYHOT B
peanbHOM BpeMEHW.
D. cosgaHue BMPTyanbHOro LndpoBoro cueHapusa Ansa BocnpousseneHus Ha nobom meana-
YCTPOWCTBE.

15. Kakue TexHuuyeckune cpegctea MoryT 6biTb MCNOMNb30BaHbl ANA AoKa3aTenbCTBa BUHbLI YenoBeka?
(1) xypHanbl goctyna
(2) GBuomeTpUUECKMe KNoUm
(3) BMAeoHabnogeHue

Bonpochbl ¢ TEKCTOBbIM OTBETOM

1. CBepTo4HOE KOANpOBaHME

OtBeT: [1pn CBEPTOMHOM KOAMPOBaAHMM NMpeobpasoBaHMe MHAOPMAaLIMOHHLIX NOCNeaoBaTeNbHOCTEN
B BbIXOAHbIE U KOAOBbIE MPOUCXOAUT HenpepbiBHO. Kogep OBOMYHOrO CBEPTOYMHOrO KOAa COAEPXUT
CABUWraoLLMiA permcTp u3 m paspsgoB M CymmaTopbl N0 Moaynio 2 Ans obpasoBaHnst KOOOBbLIX CUMBOJSIOB
B BbIXOOHOW nocrnegoBaTenbHOCTU. Bxogbl cymMmaToOpoOB coeauHeHbl C onpeaenéHHbIMU paspsgamu
perncrtpa. KommyTaTtop Ha BbIxoAe yCTaHaBnMBaeT O4epeAHOCTb MOCHINKN KO4OBLIX CMMBOMOB B KaHan
CBSI3MW.

2. [1nsi Kakoro CTOYHMKA OTKPbITbIX TEKCTOB BEPOSITHOCTM NOsIBNEHUS K -rpaMm B TEKCTEe 3aBUCAT
OT UX MecTa B TeKcTe?

OTtBeT HectaumoHapHbIN

3. Kakas kpuntoaTaka OCHOBaHa Ha 3HaHWMM OTKPbLITOro TeKCTa ANs CriyYanHbiX doparMeHToB
wndppoTtekcra?

OTBeT: Ha OCHOBE OTKPbITbIX TEKCTOB

4. TlosicCHUTE NPUHLMN TPUaHrynaunm?

OTBeT: NOCTPOEHNEe Ha MECTHOCTM CUCTEMbI MYHKTOB, 06pa3yoLLMX TPEYroNbHUKN.
5. B yem 3akntovaetca agpdekt Jonnepa?
OTBeT: N3MeHeHWe AJMHbI BOSHbI U3MyYeHUS OT UCTOYHMKA 40 NpUeMHMKa.

Kputepun n wkanbl oueHnBaHusa 3agaHnn ®0C:

[ns oueHMBaHUA BbINOMHEHMS 3a4aHnA UCNONb3yeTca bannbHas wkana:

1) 3akpbITble 3agaHns (TECTOBbIE C BapuaHTaMy OTBETOB, CPEOHWN YPOBEHb CIIOXHOCTW):
— 1 6ann — ykasaH BEpPHbIN OTBET;

— 0 6annoB — yka3aH HeBepHbI OTBET (MOMHOCTLIO UM YaCTUYHO HEBEPHbIN).

2) OTKpbITble 3afaHNsi (TECTOBbIE C KPATKUM TEKCTOBBLIM OTBETOM, MOBbILLUEHHbIN YPOBEHb CIOXHOCTHN):
— 2 6anna — ykasaH BepHbI OTBET;
— 0 6annos — yka3aH HeBepHbI OTBET (MOMHOCTLIO UM YaCTUYHO HEBEPHbIN).

3apaHusa pasgena 20.3 peKOMeHAYHTCA K UCNOSIb30BaHMIO NPy NPOoBeAeHMU ANAarHOCTUYECKMUX
paboT C uenbl OLEHKM OCTaTOYHbIX pe3ysfibTaTOB OCBOEHUSI OAaHHOW AUCLUNIIUHBLI (3HaAHUM,
YMEHWUH, HaBbIKOB).



